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LeoFS v1.0 Manual

LeoFS is a highly available, distributed, eventually consistent object/blob store. Organizations can use LeoFS to store lots of data efficiently, safely, and inexpensively.
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Introduction


LeoFS Overview

LeoFS is a highly scalable, fault-tolerant distributed file system (DFS) for the Web. LeoFS is the leading DFS and offers a number of unique benefits to users.

LeoFS provides High Cost Performance Ratio. It allows you to build LeoFS clusters using commodity hardware on top of the Linux operating system. LeoFS will provide very good performance even on commodity hardware. LeoFS will require a smaller cluster than other storage to achieve the same performance. LeoFS is also very easy to setup and to operate.

LeoFS provides High Reliability thanks to its great design on top of the Erlang/OTP capabilities. Erlang/OTP is known for being used in production systems for years with a solid nine nines (99.9999999%) availability, and LeoFS is no exception. A LeoFS system will stay up regardless of software errors or hardware failures happening inside the cluster.

LeoFS provides High Scalability. Adding and removing nodes is simple and quick, allowing you to react swiftly when your needs change. A LeoFS cluster can be thought as elastic storage that you can stretch as much and as often as you need.

[image: _images/leofs-architecture.011.png]
LeoFS consists of 3 applications - “Leo Storage”, “Leo Gateway” and “Leo Manager” which depend on Erlang.

Leo Gateway handles http-request and http-response from any clients when using REST-API OR S3-API. Also, Gateway is already built in the object-cache mechanism (memory cache and disc cache).

Leo Storage handles GET, PUT and DELETE objects as well as metadata, Also Leo Storage has replicator, recoverer and queueing mechanism for keep running and keep consistency.

Leo Manager always monitors Leo Gateway(s) and Leo Storage(s). Main monitoring status are node-status and RING(logical routing-table) checksum for keep running and keep consistency.

The detail document is here [http://www.leofs.org/blog/2013/04/16/leofs_overview.html].




Goals


	
	LeoFS aims to provide the following advantages:

	
	
	HIGH Cost Performance Ratio

	
	Fast - Over 200MB/sec in a 10GE network

	A lower cost than other storage

	Easy management and easy operation









	
	HIGH Reliability

	
	Nine nines - 99.9999999% availability









	
	High Scalability

	
	Build a huge cluster at low cost






















Milestones


	
	DONE - 0.12 (Oct 2012 - Jan 2013)

	
	Large Object Support (incl.Streaming/Multi-part/Range requests)



	
	Web GUI-Console (LeoTamer - Optional)

	
	Cluster manager/monitor

	Log Analysis/Search

















	
	DONE - 0.14 (Feb 2013 - Sep)

	
	Multi-layer Cache (Using SSD)



	Rack aware replica placement



	
	Web GUI Console (Option)

	
	Support whole LeoFS Manager’s commands

















	
	DONE - 0.16 (Oct 2013)

	
	
	Increase compatibility S3-APIs#4

	
	the bucket ACLs









	
	Web GUI Console (Option)

	
	Support whole LeoFS Manager’s commands

















	
	DONE - 1.0 (Nov 2013 - May 2014)

	
	Multi Data Center Replication



	
	Increase compatibility S3-APIs#5

	
	Bucket operations









	
	QoS System Phase-1 (LeoInsight - Option)

	
	Support statistics/analyzer

















	
	On Going - 1.1 (May 2014 - July)

	
	Increase data-compaction



	
	Increase compatibility S3-APIs#6

	
	Bucket operations









	
	QoS System Phase-1 (LeoInsight - Option)

	
	Support statistics/analyzer

















	
	1.2 (Aug 2014 - Oct)

	
	
	OpenStack Integration

	
	Support for OpenStack Swift-API









	
	Increase compatibility S3-APIs#7

	
	Objects Expiration into the bucket

	Versioning









	Support auto data-compaction



	
	QoS System Phase-2 (LeoInsight - Option)

	
	Support notifier
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Getting Started


System Requirements

LeoFS development currently targets Debian 6, Ubuntu-Server 12.04 LTS|13.04 and CentOS 6.x, but should work on
most Linux platforms with the following software:


	Erlang/OTP R15B03-1 [http://www.erlang.org/download_release/16]

	Erlang/OTP R16B03-1 [http://www.erlang.org/download_release/23]



LeoFS includes the following Erlang libraries:


	Basho Bitcask [https://github.com/basho/bitcask]

	Basho eleveldb [https://github.com/basho/eleveldb]

	Nine Nines Cowboy [https://github.com/extend/cowboy]

	Boundary Folsom [https://github.com/boundary/folsom]

	Szktty Erlang LZ4 [https://github.com/szktty/erlang-lz4]



We recommend that you use a 64bit system to be able to handle large files.




Getting LeoFS


	Leo Project/leofs: <https://github.com/leo-project/leofs>






Quick Start -1 All in one for Application Development


Purpose

This section is a step by step guide to setting up LeoFS for the first time. By following this tutorial you can easily build a stand-alone LeoFS system.


Note

In this section, LeoFS-Storage, LeoFS-Gateway and LeoFS-Manager are all installed on a single system, with no clustering.






1. Install


Erlang (CentOS, Ubuntu, Other Linux OS)

##
## 1. Install libatomic
##
$ wget http://www.hpl.hp.com/research/linux/atomic_ops/download/libatomic_ops-7.2d.tar.gz
$ tar xzvf libatomic_ops-7.2d.tar.gz
$ cd libatomic_ops-7.2d
$ ./configure --prefix=/usr/local
$ make
$ sudo make install

##
## 2. Install Erlang (R16B03-1)
##
$ wget http://www.erlang.org/download/otp_src_R16B03-1.tar.gz
$ tar xzf otp_src_R16B03-1.tar.gz
$ cd otp_src_R16B03-1
$ ./configure --prefix=/usr/local/erlang/R16B03-1 \
              --enable-smp-support \
              --enable-m64-build \
              --enable-halfword-emulator \
              --enable-kernel-poll \
              --without-javac \
              --disable-native-libs \
              --disable-hipe \
              --disable-sctp \
              --enable-threads \
              --with-libatomic_ops=/usr/local
$ make
$ sudo make install

##
## 3. Set PATH
##
$ vi ~/.profile
    ## append the follows:
    export ERL_HOME=/usr/local/erlang/R16B03-1
    export PATH=$PATH:$ERL_HOME/bin

$ source ~/.profile








LeoFS

$ git clone https://github.com/leo-project/leofs.git
$ cd leofs
$ make && make release










2. Configuration


Modify “/etc/hosts”


	Add a domain for the LeoFS bucket in /etc/hosts

	Bucket names must follow these rules



$ sudo vi /etc/hosts

## Replace ${BUCKET_NAME} with the name of the bucket ##
127.0.0.1 localhost ${BUCKET_NAME}.localhost










3. Launch LeoFS’ managers and storage


	By default there is only one replica, you may want to configure the system.

	Start master-manager, slave-manager

	Start a storage node



$ cd $LEOFS_ROOT/package
$ leo_manager_0/bin/leo_manager start
$ leo_manager_1/bin/leo_manager start
$ leo_storage/bin/leo_storage start








4. Start the system


	Use the command start in the LeoFS manager console



$ telnet 127.0.0.1 10010
> start








5. Start a LeoFS gateway node

$ leo_gateway/bin/leo_gateway start








6. Confirm that the system is running


	Use the command status in the LeoFS manager console



$ telnet 127.0.0.1 10010
> status
status
[system config]
             version : 0.14.4
 # of replicas       : 1
 # of successes of R : 1
 # of successes of W : 1
 # of successes of D : 1
 # of DC-awareness replicas   : 0
 # of Rack-awareness replicas : 0
           ring size : 2^128
    ring hash (cur)  : 1428891014
    ring hash (prev) : 1428891014

[node(s) state]
------------------------------------------------------------------------------------------------
 node                        state       ring (cur)    ring (prev)   when
------------------------------------------------------------------------------------------------
 storage_0@127.0.0.1         running     1428891014    1428891014    2013-07-04 11:23:08 +0900
 gateway@127.0.0.1           running     1428891014    1428891014    2013-07-04 11:24:37 +0900








7. Get your S3 API Key from the LeoFS manager console


	Use the command create-user in the LeoFS manager console

	It takes the user name as its only argument



$ telnet 127.0.0.1 10010
> create-user ${YOUR_NAME}
access-key-id: 05dcba94333c7590a635
secret-access-key: c776574f3661579ceb91aa8788dfcac733b21b3a








8. Clients


	
	You can now connect to LeoFS using any S3 client, including:

	
	Ruby - ‘aws-sdk’

	FUSE - ‘S3FS-C’

	GUI  - ‘Dragon Disk’














9. Using LeoFS


	Use the command add-bucket in the LeoFS manager console

	It takes the bucket name and access-key-id got in the previous section as its arguments



$ telnet 127.0.0.1 10010
> add-bucket ${BUCKET_NAME} ${YOUR_ACCESS_KEY_ID}
ok






	Insert some data into LeoFS by using any S3 client as mentioned above

	You can now get the data stored in LeoFS



$ curl http://localhost:8080/your_bucket_name/path/to/file
> ${CONTENTS}






Note

From version 0.16.0, you need to set ACL settings of your bucket to public-read by using the command update-acl if you want to get the data stored in LeoFS via web browser.






Wrap up

You now know how to setup a stand-alone LeoFS system. Make sure to have a look at Quick Start -2 Cluster to learn how to setup a LeoFS cluster.






Quick Start -2 Cluster


Purpose

This tutorial teaches you how to easily build a LeoFS cluster. All steps will not be explained in detail, it is assumed you already know how to setup a stand-alone LeoFS system. This guide exists to help you get a cluster up and running quickly. We recommend that you read the LeoFS Installation, Configuration and Administration Guide to learn how to administer your LeoFS cluster. We hope that by reading this tutorial you will be able to get a cluster started as quickly as possible.




Case example


	
	Manager

	
	IP: 10.0.1.101, 10.0.1.102

	Name: manager_0@10.0.1.101, manager_1@10.0.1.102









	
	Gateway

	
	IP: 10.0.1.103

	Name: gateway_0@10.0.1.103









	
	Storage

	
	IP: 10.0.1.104 .. 10.0.1.106

	Name: storage_0@10.0.1.104 .. storage_2@10.0.1.106














1. Install Erlang and LeoFS on each server


	Install Erlang

	Install LeoFS






2. Configuration - Edit “vm.args” on each server


	File path: “$LEOFS_ROOT/package/leo_*/etc/vm.args”



	
	Precondition

	
	-name must be unique for each node in the LeoFS cluster









	Edit Manager-master’s vm.args





## Name of the node
-name manager_0@10.0.1.101
... omitted below






	Edit Manager-slave’s vm.args



## Name of the node
-name manager_1@10.0.1.102
... omitted below






	Edit Gateway’s vm.args



## Name of the node
-name gateway_0@10.0.1.103
... omitted below






	Edit Storage’s vm.args



## Name of the node
-name storage_0@10.0.1.104
... omitted below








3. Configuration - Consistency level


	Reference: The consistency level



	
	Edit Manager’s app.config

	
	You only need to modify Manager-master for the consistency level.

	“$LEOFS_ROOT/package/leo_manager_0/etc/app.config”











[
    {leo_manager, [
               %% == System Ver ==
               {system_version, "0.14.4" },

               %% == System Configuration ==
               %% - Consistency Level
               {system, [{n, 2 },  %% number of replicated files is 2
                         {w, 1 },  %% number of of successes of write-operation is 1
                         {r, 1 },  %% number of of successes of read-operation is 1
                         {d, 1 },  %% number of of successes of delete-operation is 1
                         {bit_of_ring, 128} %% size of routing-table (RING)
                        ]},








4. Order of server launch


	Manager-master

	Manager-slave

	Storage nodes

	Gateway(s)






5. Method of server launch


	Shell script: “$LEOFS_ROOT/package/leo_*/bin/leo_*”

	Launch Manager-master



$ $LEOFS_ROOT/package/leo_manager_0/bin/leo_manager start






	Launch Manager-slave



$ $LEOFS_ROOT/package/leo_manager_1/bin/leo_manager start






	Launch each Storage nodes



$ $LEOFS_ROOT/package/leo_storage/bin/leo_storage start






	Launch each Gateway nodes



$ $LEOFS_ROOT/package/leo_gateway/bin/leo_gateway start








6. Start the system


	Use the command start in the LeoFS manager console



$ telnet 127.0.0.1 10010
> start








7. Confirm that the system is running


	Use the command status in the LeoFS manager console



$ telnet 127.0.0.1 10010
> status
status
[system config]
             version : 0.14.4
 # of replicas       : 2
 # of successes of R : 1
 # of successes of W : 1
 # of successes of D : 1
 # of DC-awareness replicas   : 0
 # of Rack-awareness replicas : 0
           ring size : 2^128
    ring hash (cur)  : 1428891014
    ring hash (prev) : 1428891014

[node(s) state]
------------------------------------------------------------------------------------------------
 node                        state       ring (cur)    ring (prev)   when
------------------------------------------------------------------------------------------------
 storage_0@10.0.1.104        running     1428891014    1428891014    2013-07-04 11:23:08 +0900
 storage_1@10.0.1.105        running     1428891014    1428891014    2013-07-04 11:23:08 +0900
 storage_2@10.0.1.106        running     1428891014    1428891014    2013-07-04 11:23:08 +0900
 gateway_0@10.0.1.103        running     1428891014    1428891014    2013-07-04 11:24:37 +0900








8. Get your S3 API Key from the LeoFS manager console


	Use the command create-user in the LeoFS manager console

	It takes the user name as its only argument



$ telnet 127.0.0.1 10010
> create-user ${YOUR_NAME}
access-key-id: 05dcba94333c7590a635
secret-access-key: c776574f3661579ceb91aa8788dfcac733b21b3a








9. Using LeoFS


	Use the command add-bucket in the LeoFS manager console

	It takes the bucket name and access-key-id got in the previous section as its arguments



$ telnet 127.0.0.1 10010
> add-bucket ${BUCKET_NAME} ${YOUR_ACCESS_KEY_ID}
ok






	Insert some data into LeoFS by using any S3 client as mentioned above

	You can now get the data stored in LeoFS



$ curl http://localhost:8080/your_bucket_name/path/to/file
> ${CONTENTS}






Note

From version 0.16.0, you need to set ACL settings of your bucket to public-read by using the command update-acl if you want to get the data stored in LeoFS via web browser.






Wrap up

You now have a working LeoFS cluster. Make sure to have a look at LeoFS installation, LeoFS Configuration and Administration Guide to learn more about setting up and managing your LeoFS cluster.
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LeoFS installation


System Requirements

LeoFS development currently targets Debian 6, Ubuntu-Server 12.04 LTS|13.04 and CentOS 6.x, but should work on
most Linux platforms with the following software installed:


	Erlang/OTP R15B03-1 [http://www.erlang.org/download_release/16]

	Erlang/OTP R16B03-1 [http://www.erlang.org/download_release/23]






Installing Erlang


Note

We recommend this installation method. Please follow the relevant instructions for your environment.




Preparation


Install required libraries using yum (CentOS 6.x)

# yum install libuuid-devel cmake check check-devel








Install required libraries using apt-get (Ubuntu Server 12.04 LTS)

# sudo apt-get install build-essential libtool libncurses5-dev libssl-dev cmake check








Install “libatomic_ops” for R15B03-1  (both CentOS and Ubuntu)

$ wget http://www.hpl.hp.com/research/linux/atomic_ops/download/libatomic_ops-7.2d.tar.gz
$ tar xzvf libatomic_ops-7.2d.tar.gz
$ cd libatomic_ops-7.2d
$ ./configure --prefix=/usr/local
$ make
$ sudo make install










Download “Erlang R15B03-1”|”R16B03-1”

## [R15B03-1]
$ cd $WORK_DIR
$ wget http://www.erlang.org/download/otp_src_R15B03-1.tar.gz

## [R16B03-1]
$ cd $WORK_DIR
$ wget http://www.erlang.org/download/otp_src_R16B03-1.tar.gz








Build for Linux (CentOS, Debian and Others)

## [R15B03-1]
$ tar xzf otp_src_R15B03-1.tar.gz
$ cd otp_src_R15B03-1
$ ./configure --prefix=/usr/local/erlang/R15B03 \
              --enable-smp-support \
              --enable-m64-build \
              --enable-halfword-emulator \
              --enable-kernel-poll \
              --without-javac \
              --disable-native-libs \
              --disable-hipe \
              --disable-sctp \
              --enable-threads \
              --with-libatomic_ops=/usr/local
$ make
$ sudo make install

## [R16B03-1]
$ tar xzf otp_src_R16B03-1.tar.gz
$ cd otp_src_R16B03-1
$ ./configure --prefix=/usr/local/erlang/R16B03-1 \
              --enable-smp-support \
              --enable-m64-build \
              --enable-halfword-emulator \
              --enable-kernel-poll \
              --without-javac \
              --disable-native-libs \
              --disable-hipe \
              --disable-sctp \
              --enable-threads \
              --with-libatomic_ops=/usr/local








Confirm

## [R15B03-1]
$ erl
Erlang R15B03 (erts-5.9.3) [source] [64-bit halfword] [smp:2:2] [async-threads:0] [kernel-poll:false]

Eshell V5.9.3  (abort with ^G)
1>

## [R16B03-1]
Erlang R16B03-1 (erts-5.10.4) [source] [64-bit halfword] [smp:8:8] [async-threads:10] [kernel-poll:false]

Eshell V5.10.3  (abort with ^G)
1>










XFS-related


Note

We highly recommend using an XFS partition, as it is the file system that shows the better results with LeoFS. This section describes the installation instructions related to XFS. If you are deploying LeoFS on a DEV environment, you do NOT need to perform this operation.




Install required libraries for XFS with yum (CentOS 6.x)

# yum --enablerepo=centosplus install kmod-xfs xfsprogs xfsprogs-devel








Create an XFS Partition (Volume)

Only the servers running LeoFS storage nodes will benefit from using XFS (unix local file system). XFS provides particularly efficient I/O for large files. LeoFS-Storage is implemented on top of files stored in a single file system created on top of the a few TB volume.


Start fdisk

# fdisk /dev/sda

The number of cylinders for this disk is set to 8908.
There is nothing wrong with that, but this is larger than 1024,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other OSs
(e.g., DOS FDISK, OS/2 FDISK)

Command (m for help): p

Disk /dev/sda: 73.2 GB, 73272393728 bytes
255 heads, 63 sectors/track, 8908 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

   Device Boot      Start         End      Blocks   Id  System
/dev/sda1   *           1        1951    15671376   83  Linux
/dev/sda2            1952        2472     4184932+  82  Linux swap / Solaris








Create partition

Command (m for help): n
Command action
   e   extended
   p   primary partition (1-4)
p
Partition number (1-4): 3
First cylinder (2473-8908, default 2473):[Enter]
Using default value 2473
Last cylinder or +size or +sizeM or +sizeK (2473-8908, default 8908):[Enter]
Using default value 8908

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.

WARNING: Re-reading the partition table failed with error 16: Device or  resource busy.
The kernel still uses the old table.
The new table will be used at the next reboot.
Syncing disks.








Confirm

# fdisk /dev/sda

The number of cylinders for this disk is set to 8908.
There is nothing wrong with that, but this is larger than 1024,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other OSs
(e.g., DOS FDISK, OS/2 FDISK)

Command (m for help): p

Disk /dev/sda: 73.2 GB, 73272393728 bytes
255 heads, 63 sectors/track, 8908 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot      Start         End      Blocks   Id  System
/dev/sda1   *           1        1951    15671376   83  Linux
/dev/sda2            1952        2472     4184932+  82  Linux swap / Solaris
/dev/sda3            2473        8908    51697170   83  Linux








Reboot

# reboot








Format the partition


	Reference(EN) [http://www.ibm.com/developerworks/linux/library/l-fs10/index.html]

	Reference(JP) [http://www.ibm.com/developerworks/jp/linux/library/l-fs10/index.html]



# mkfs.xfs -d agcount=4 -l size=32m ${TARGET_PARTITION}








Modify the “/etc/fstab” file

# vi /etc/fstab
/dev/sda3   /mnt/xfs   xfs   noatime,nodiratime,osyncisdsync 0 0








Mount the partition

# mkdir /mnt/xfs
# mount -a








Confirm

# df
Filesystem           1K-blocks      Used Available Use% Mounted on
/dev/sda1             15180256   2153492  12243196  15% /
tmpfs                  2025732         0   2025732   0% /dev/shm
/dev/sda3             51664400      4












LeoFS

This installation method is based on a source build, so if you do not have Erlang already installed, you need to first install Erlang. Also, building LeoFS from source requires Erlang R15B03-1 or R16B03-1.


File structure


Before running make

$ git clone https://github.com/leo-project/leofs.git

${LEOFS_SRC_DIR}
  |
  |--- LICENSE
  |--- Makefile
  |--- apps/
  |--- deps/
  |--- doc/
  |--- rebar
  |--- rebar.config
  `--- rel/
         |--- leo_gateway/
         |--- leo_manager/
         `--- leo_storage/








After running make

$ cd ${LEOFS_SRC}/
$ make
$ make release

${LEOFS_SRC_DIR}
  |
  |--- LICENSE
  |--- Makefile
  |---- deps/
  |      |--- bear/
  |      |--- bitcask/
  |      |--- cowboy/
  |      |--- eleveldb/
  |      |--- folsom/
  |      |--- jiffy/
  |      |--- leo_backend_db/
  |      |--- leo_cache/
  |      |--- leo_commons/
  |      |--- leo_gateway/
  |      |--- leo_logger/
  |      |--- leo_manager/
  |      |--- leo_mcerl/
  |      |--- leo_mq/
  |      |--- leo_object_storage/
  |      |--- leo_ordning_reda/
  |      |--- leo_redundant_manager/
  |      |--- leo_rpc/
  |      |--- leo_s3_libs/
  |      |--- leo_statistics/
  |      |--- leo_storage/
  |      |--- lz4/
  |      |--- meck/
  |      |--- proper/
  |      |--- ranch/
  |      `--- savanna_commons/
  |---- rebar
  |---- rebar.config
  `---- rel/
         |--- leo_gateway/
         |--- leo_manager/
         `--- leo_storage/










Building

$ cd leofs/
$ make
$ make release
$ cp -r package/leofs ${LEOFS_DEPLOYED_DIR}
$ cd ${LEOFS_DEPLOYED_DIR}/

[LeoFS deployed files layout]
${LEOFS_DEPLOYED_DIR}
  |--- leofs
  |      |--- gateway/
  |      |        |--- bin/
  |      |        |--- erts-5.10.4/
  |      |        |--- etc/
  |      |        |--- lib/
  |      |        |--- log/
  |      |        |--- releases/
  |      |        |--- snmp/
  |      |        `--- work/
  |      |--- manager_0/
  |      |        |--- bin/
  |      |        |--- erts-5.10.4/
  |      |        |--- etc/
  |      |        |--- lib/
  |      |        |--- log/
  |      |        |--- releases/
  |      |        |--- snmp/
  |      |        `--- work/
  |      |--- manager_1/
  |      |        |--- bin/
  |      |        |--- erts-5.10.4/
  |      |        |--- etc/
  |      |        |--- lib/
  |      |        |--- log/
  |      |        |--- releases/
  |      |        |--- snmp/
  |      |        `--- work/
  |      `--- storage/
  |               |--- bin/
  |               |--- erts-5.10.4/
  |               |--- etc/
  |               |--- lib/
  |               |--- log/
  |               |--- releases/
  |               |--- snmp/
  |               `--- work/








Log Dir and Working Dir









	Directory
	Explanation




	log/


	log/app/
	Application logs


	log/ring/
	RING (routing-table for replication) dump files


	log/sasl/
	SASL (Erlang system) Logs


	work/


	work/mnesia/
	System internal data stored into ‘Mnesia’


	work/queue/
	Message queue data stored into ‘bitcask’






	ref: Basho bitcask [https://github.com/basho/bitcask]



${LEOFS_DEPLOYED_DIR}
  |      `--- storage/
  |               |--- bin/
  |               |--- erts-5.10.4/
  |               |--- etc/
  |               |--- lib/
  |               |--- log/
  |               |     |--- app/
  |               |     |--- ring/
  |               |     `--- sasl/
  |               |--- releases/
  |               |--- snmp/
  |               `--- work/
  .                     |--- mnesia
  .                     `--- queue










Firewall Rules

In order for LeoFS to work correctly, it is necessary to set and check the firewall rules in your environment as follows:









	Subsystem
	Direction
	Ports
	Notes




	Manager-Master
	Incoming
	10010/*
	Manager console


	Manager-Master
	Incoming
	4369/*
	Erlang RPC from others


	Manager-Master
	Incoming
	4020/*
	SNMP Listen Port


	Manager-Master
	Outgoing
	*/4369
	Erlang RPC to others


	Manager-Slave
	Incoming
	10011/*
	Manager console


	Manager-Slave
	Incoming
	4369/*
	Erlang RPC from others


	Manager-Slave
	Incoming
	4021/*
	SNMP Listen Port


	Manager-Slave
	Outgoing
	*/4369
	Erlang RPC to others


	Storage
	Incoming
	4369/*
	Erlang RPC from others


	Storage
	Incoming
	4010/*
	SNMP Listen Port


	Storage
	Outgoing
	*/4369
	Erlang RPC to others


	Gateway
	Incoming
	8080/*
	HTTP listen port


	Gateway
	Incoming
	8443/*
	HTTPS listen port


	Gateway
	Incoming
	4369/*
	Erlang RPC from others


	Gateway
	Incoming
	4000/*
	SNMP Listen Port


	Gateway
	Outgoing
	*/4369
	Erlang RPC to others
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LeoFS Configuration


LeoFS Configuration

Each LeoFS node has one configuration files, leo_manager.conf, leo_storage.conf and leo_gateway.conf, which are located in the following directories:








	Application
	Location




	Manager-Master
	$LEOFS_HOME/package/leo_manager_0/etc/leo_manager.conf


	Manager-Slave
	$LEOFS_HOME/package/leo_manager_1/etc/leo_manager.conf


	Storage
	$LEOFS_HOME/package/leo_storage/etc/leo_storage.conf


	Gateway
	$LEOFS_HOME/package/leo_gateway/etc/leo_gateway.conf






	The *.config file is used to set various attributes of the application. Also, it used to pass parameters to the Erlang node such as the name and cookie of the node.






LeoFS Manager-Master


The Consistency Level


Note

The consistency level is configured in this file. It should not be modified while the system is running.









	Property
	Explanation




	n - consistency.num_of_replicas
	# of replicas


	r - consistency.read
	# of replicas needed for a successful READ operation


	w - consistency.write
	# of replicas needed for a successful WRITE operation


	d - consistency.delete
	# of replicas needed for a successful DELETE operation


	consistency.rack_aware_replicas
	# of rack-aware replicas






	A reference consistency level









	Level
	Configuration




	Low
	n = 3, r = 1, w = 1, d = 1


	Middle
	n = 3, [r = 1 | r = 2], w = 2, d = 2


	High
	n = 3, [r = 2 | r = 3], w = 3, d = 3






	Example - File: ${LEOFS_SRC}/package/manager_0/etc/leo_manager.conf:



## --------------------------------------------------------------------
## MANAGER - Consistency Level
##     * Only set its configurations to **Manager-master**
##     * See: http://www.leofs.org/docs/configuration.html#the-consistency-level
## --------------------------------------------------------------------
## A number of replicas
consistency.num_of_replicas = 3

## A number of replicas needed for a successful WRITE operation
consistency.write = 2

## A number of replicas needed for a successful READ operation
consistency.read = 1

## A number of replicas needed for a successful DELETE operation
consistency.delete = 2

## A number of rack-aware replicas
consistency.rack_aware_replicas = 0













Configuration of the Manager-Master node

[leo_manager.conf]


	The leo_manager.conf location: ${LEOFS_HOME}/package/manager_0/etc/leo_manager.conf

	Modification of the required items:









	Property
	Description




	${SLAVE-IP}
	Manager-Slave node’s IP-address


	${SNMPA-DIR}
	SNMPA configuration files directory


	ref:${LEOFS_SRC}/apps/leo_manager/snmp/

	[snmpa_manager_0|snmpa_manager_1|snmpa_manager_0]











## --------------------------------------------------------------------
## MANAGER
## --------------------------------------------------------------------
## Mode of Manager: [master, slave]
manager.mode = master

## Partner of manager's alias
manager.partner = manager_1@${SLAVE-IP}

## Manager-console accepatable port number
console.port.cui  = 10010
console.port.json = 10020

## Manager-console's number of acceptors
console.acceptors.cui = 3
console.acceptors.json = 16

## --------------------------------------------------------------------
## MANAGER - Consistency Level
##     * Only set its configurations to **Manager-master**
##     * See: http://www.leofs.org/docs/configuration.html#the-consistency-level
## --------------------------------------------------------------------
## A number of replicas
consistency.num_of_replicas = 3

## A number of replicas needed for a successful WRITE operation
consistency.write = 2

## A number of replicas needed for a successful READ operation
consistency.read = 1

## A number of replicas needed for a successful DELETE operation
consistency.delete = 2

## A number of rack-aware replicas
consistency.rack_aware_replicas = 0

## --------------------------------------------------------------------
## MANAGER - Multi DataCenter Settings
## --------------------------------------------------------------------
## A number of replication targets
mdc_replication.max_targets = 2

## A number of replicas a DC
mdc_replication.num_of_replicas_a_dc = 1

## --------------------------------------------------------------------
## MANAGER - Mnesia
##     * Store the info storage-cluster and the info of gateway(s)
##     * Store the RING and the command histories
## --------------------------------------------------------------------
## Mnesia dir
mnesia.dir = ./work/mnesia/127.0.0.1

## The write threshold for transaction log dumps
## as the number of writes to the transaction log
mnesia.dump_log_write_threshold = 50000

## Controls how often disc_copies tables are dumped from memory
mnesia.dc_dump_limit = 40

## --------------------------------------------------------------------
## MANAGER - Log
## --------------------------------------------------------------------
## Log level: [0:debug, 1:info, 2:warn, 3:error]
log.log_level = 1

## Output log file(s) - Erlang's log
log.erlang = ./log/erlang

## Output log file(s) - app
log.app = ./log/app

## Output log file(s) - members of storage-cluster
log.member_dir = ./log/ring

## Output log file(s) - ring
log.ring_dir = ./log/ring

## --------------------------------------------------------------------
## MANAGER - Other Directories
## --------------------------------------------------------------------
## Directory of queue for monitoring "RING"
queue_dir = ./work/queue

## Directory of SNMP agent configuration
snmp_agent = ${SNMPA-DIR}/snmp/snmpa_manager_0/LEO-MANAGER





[Erlang VM related properties]







	Property
	Description




	${MASTER-IP}
	Manager-Master IP


	${SNMPA-DIR}
	SNMPA configuration files directory





## Name of the leofs-gateway node
nodename = manager_0@${MASTER-IP}

## Cookie for distributed node communication.  All nodes in the same cluster
## should use the same cookie or they will not be able to communicate.
distributed_cookie = 401321b4

## Enable kernel poll
erlang.kernel_poll = true

## Number of async threads
erlang.asyc_threads = 32

## Increase number of concurrent ports/sockets
erlang.max_ports = 64000

## Set the location of crash dumps
erlang.crash_dump = ./log/erl_crash.dump

## Raise the ETS table limit
erlang.max_ets_tables = 256000

## Raise the default erlang process limit
process_limit = 1048576

## Path of SNMP-agent configuration
snmp_conf = ${SNMPA-DIR}/snmp/snmpa_manager_0/leo_maanager_snmp










LeoFS Manager-Slave

Configuration of the Manager-Slave node

[leo_manager.conf]


	The leo_manager.conf location: ${LEOFS_HOME}/package/manager_1/etc/leo_manager.conf

	Modification of the required items:









	Property
	Description




	${MASTER-IP}
	Manager-Master node’s IP-address


	${SNMPA-DIR}
	SNMPA configuration files directory





## --------------------------------------------------------------------
## MANAGER
## --------------------------------------------------------------------
## Mode of Manager: [master, slave]
manager.mode = slave

## Partner of manager's alias
manager.partner = manager_0@${MASTER-IP}

## Manager-console accepatable port number
console.port.cui  = 10011
console.port.json = 10021

## Manager-console's number of acceptors
console.acceptors.cui = 3
console.acceptors.json = 16

## --------------------------------------------------------------------
## MANAGER - Mnesia
##     * Store the info storage-cluster and the info of gateway(s)
##     * Store the RING and the command histories
## --------------------------------------------------------------------
## Mnesia dir
mnesia.dir = ./work/mnesia/127.0.0.1

## The write threshold for transaction log dumps
## as the number of writes to the transaction log
mnesia.dump_log_write_threshold = 50000

## Controls how often disc_copies tables are dumped from memory
mnesia.dc_dump_limit = 40

## --------------------------------------------------------------------
## MANAGER - Log
## --------------------------------------------------------------------
## Log level: [0:debug, 1:info, 2:warn, 3:error]
log.log_level = 1

## Output log file(s) - Erlang's log
log.erlang = ./log/erlang

## Output log file(s) - app
log.app = ./log/app

## Output log file(s) - members of storage-cluster
log.member_dir = ./log/ring

## Output log file(s) - ring
log.ring_dir = ./log/ring

## --------------------------------------------------------------------
## MANAGER - Other Directories
## --------------------------------------------------------------------
## Directory of queue for monitoring "RING"
queue_dir = ./work/queue

## Directory of SNMP agent configuration
snmp_agent = ${SNMPA-DIR}/snmp/snmpa_manager_1/LEO-MANAGER





[Erlang VM related properties]







	Property
	Description




	${SLAVE-IP}
	Manager-Slave IP


	${SNMPA-DIR}
	SNMPA configuration files directory





## Name of the leofs-gateway node
nodename = manager_1@${SLAVE-IP}

## Cookie for distributed node communication.  All nodes in the same cluster
## should use the same cookie or they will not be able to communicate.
distributed_cookie = 401321b4

## Enable kernel poll
erlang.kernel_poll = true

## Number of async threads
erlang.asyc_threads = 32

## Increase number of concurrent ports/sockets
erlang.max_ports = 64000

## Set the location of crash dumps
erlang.crash_dump = ./log/erl_crash.dump

## Raise the ETS table limit
erlang.max_ets_tables = 256000

## Raise the default erlang process limit
process_limit = 1048576

## Path of SNMP-agent configuration
snmp_conf = ${SNMPA-DIR}/snmp/snmpa_manager_1/leo_maanager_snmp








LeoFS Storage

Configuration of Storage nodes

[leo_storage.conf]


	The leo_storage.conf location: ${LEOFS_HOME}/package/storage/etc/leo_storage.conf

	Modification of the required items:









	Property
	Description




	${MANAGER_MASTER_IP}
	Manager-master node’s IP-address


	${MANAGER_SLAVE_IP}
	Manager-slave node’s IP-address


	${OBJECT_STORAGE_DIR}
	Object Storage directory  - Default:”./avs”


	${NUM_OF_CONTAINERS}
	# of AVS files storing objects(files).


	AVS: ARIA(ex-LeoFS’s name) Vector Storage






	${NUM_OF_PROC_PER_OBJECT}
	# of batch processes related to
objects like replicating an object.


	${INT_PER_OBJECT_MIN}
	Minimum interval between consuming a job related to
objects like replicating an object.


	${INT_PER_OBJECT_MAX}
	Maximum interval between consuming a job related to
objects like replicating an object.


	${NUM_OF_PROC_SYNC_BY_VN}
	# of batch processes related to
syncing objects by vnode.


	${INT_SYNC_BY_VNODE_MIN}
	Minimum interval between consuming a job related to
syncing objects by vnode.


	${INT_SYNC_BY_VNODE_MAX}
	Maximum interval between consuming a job related to
syncing objects by vnode.


	${NUM_OF_PROC_REBALANCE}
	# of batch processes related to
rebalancing an object.


	${INT_REBALANCE_MIN}
	Minimum interval between consuming a job related to
rebalancing an object.


	${INT_REBALANCE_MAX}
	Maximum interval between consuming a job related to
rebalancing an object.


	${NUM_OF_PROC_ASYNC_DEL}
	# of batch processes related to
deleting an object asynchronously.


	${INT_ASYNC_DEL_MIN}
	Minimum interval between consuming a job related to
deleting an object asynchronously.


	${INT_ASYNC_DEL_MAX}
	Maximum interval between consuming a job related to
deleting an object asynchronously.


	${NUM_OF_PROC_RECOVERY_N}
	# of batch processes related to
recovering an node.


	${INT_RECOVERY_NODE_MIN}
	Minimum interval between consuming a job related to
recovering an node.


	${INT_RECOVERY_NODE_MAX}
	Maximum interval between consuming a job related to
recovering an node.


	${SNMPA-DIR}
	SNMPA configuration files directory


	ref:${LEOFS_SRC}/apps/leo_storage/snmp/

	[snmpa_storage_0|snmpa_storage_1|snmpa_storage_0]









## --------------------------------------------------------------------
## Manager's Node(s)
## --------------------------------------------------------------------
## Name of Manager node(s)
## managers = [manager_0@127.0.0.1, manager_1@127.0.0.1]
managers = [${MANAGER_MASTER_IP}, ${MANAGER_SLAVE_IP}]

## --------------------------------------------------------------------
## STORAGE
## --------------------------------------------------------------------
## Object container
obj_containers.path = [${OBJECT_STORAGE_DIR}]
obj_containers.num_of_containers = [${NUM_OF_CONTAINERS}]

## e.g. Case of plural pathes
## obj_containers.path = [/var/leofs/avs/1, /var/leofs/avs/2]
## obj_containers.num_of_containers = [32, 64]

## A number of virtual-nodes for the redundant-manager
## num_of_vnodes = 168

## --------------------------------------------------------------------
## STORAGE - MQ
## --------------------------------------------------------------------
## A number of mq-server's processes
mq.num_of_mq_procs = 8

## MQ recover per_object
mq.recover_per_object.num_of_batch_process = ${NUM_OF_PROC_PER_OBJECT}
mq.recover_per_object.interval_min = ${INT_PER_OBJECT_MIN}
mq.recover_per_object.interval_max = ${INT_PER_OBJECT_MAX}

## MQ synchronize objects by vnode-id
mq.sync_by_vnode_id.num_of_batch_process = ${NUM_OF_PROC_SYNC_BY_VN}
mq.sync_by_vnode_id.interval_min = ${INT_SYNC_BY_VNODE_MIN}
mq.sync_by_vnode_id.interval_max = ${INT_SYNC_BY_VNODE_MAX}

## MQ rebalance objects
mq.rebalance.num_of_batch_process = ${NUM_OF_PROC_REBALANCE}
mq.rebalance.interval_min = ${INT_REBALANCE_MIN}
mq.rebalance.interval_max = ${INT_REBALANCE_MAX}

## MQ delete objects
mq.delete_object.num_of_batch_process = ${NUM_OF_PROC_ASYNC_DEL}
mq.delete_object.interval_min = ${INT_ASYNC_DEL_MIN}
mq.delete_object.interval_max = ${INT_ASYNC_DEL_MAX}

## MQ recover a node's object
mq.recovery_node.num_of_batch_process = ${NUM_OF_PROC_RECOVERY_N}
mq.recovery_node.interval_min = ${INT_RECOVERY_NODE_MIN}
mq.recovery_node.interval_max = ${INT_RECOVERY_NODE_MAX}


## --------------------------------------------------------------------
## STORAGE - Replication/Recovery object(s)
## --------------------------------------------------------------------
## Rack-id for the rack-awareness replica placement
replication.rack_awareness.rack_id = []

## Size of stacked objects (bytes)
replication.recovery.size_of_stacked_objs = 67108864

## Stacking timeout (msec)
replication.recovery.stacking_timeout = 5000


## --------------------------------------------------------------------
## STORAGE - Log
## --------------------------------------------------------------------
## Log level: [0:debug, 1:info, 2:warn, 3:error]
log.log_level = 1

## Output log file(s) - Erlang's log
log.erlang = ./log/erlang

## Output log file(s) - app
log.app = ./log/app

## Output log file(s) - members of storage-cluster
log.member_dir = ./log/ring

## Output log file(s) - ring
log.ring_dir = ./log/ring


## --------------------------------------------------------------------
## STORAGE - Other Directories
## --------------------------------------------------------------------
## Directory of queue for monitoring "RING"
queue_dir  = ./work/queue

## Directory of SNMP agent configuration
snmp_agent = ${SNMPA-DIR}/snmp/snmpa_storage_0/LEO-STORAGE





[Erlang VM related properties]


	Modification of the required items:









	Property
	Description




	${STORAGE_ALIAS}
	Storage node’s Alias name


	${STORAGE_IP}
	Storage node’s IP-Address


	${SNMPA-DIR}
	SNMPA configuration files directory





## Name of the leofs-storage node
## nodename = storage_0@127.0.0.1
nodename = ${STORAGE_ALIAS}@${STORAGE_IP}

## Cookie for distributed node communication.  All nodes in the same cluster
## should use the same cookie or they will not be able to communicate.
distributed_cookie = 401321b4

## Enable kernel poll
erlang.kernel_poll = true

## Number of async threads
erlang.asyc_threads = 32

## Increase number of concurrent ports/sockets
erlang.max_ports = 64000

## Set the location of crash dumps
erlang.crash_dump = ./log/erl_crash.dump

## Raise the ETS table limit
erlang.max_ets_tables = 256000

## Raise the default erlang process limit
process_limit = 1048576

## Path of SNMP-agent configuration
snmp_conf = ${SNMPA-DIR}/snmp/snmpa_storage_0/leo_storage_snmp








LeoFS Gateway

Configuration of Gateway nodes

[leo_gateway.conf]


	The leo_gateway.conf location: ${LEOFS_HOME}/package/gateway/etc/leo_gateway.conf

	Modification of the required items:









	Property
	Description




	Basic items


	${MANAGER_MASTER_IP}
	Manager-master node’s IP-address


	${MANAGER_SLAVE_IP}
	Manager-slave node’s IP-address


	${HTTP_HANDLER}
	Gateway’s HTTP API to use, either s3 (default) or rest


	${LISTENING_PORT}
	Port number the Gateway uses for HTTP connections


	${NUM_OF_LISTENER}
	Numbers of processes listening for connections


	${MAX_KEEPALIVE}
	Max number of requests allowed in a single keep-alive session. Defaults to 1024.


	${SNMPA-DIR}
	SNMPA configuration files directory


	ref:${LEOFS_SRC}/apps/leo_gateway/snmp/

	[snmpa_gateway_0|snmpa_gateway_1|snmpa_gateway_0]






	Cache related items


	${IS_HTTP_CACHE}
	Cache method: http OR inner (default)







	true
	HTTP-based cache server, like Varnish OR Squid


	false
	Stores objects into the Gateway’s memory. When READ, the Etag of
the cache is compared with backend storage’s Etag.








	matched
	Return the cached object


	unmatched
	Return the object from the Storage node

















	${CACHE_RAM_CAPACITY}
	Memory cache capacity in bytes

(ex. 4000000000 means using 4GB memory cache)




	${CACHE_DISC_CAPACITY}
	Disk cache capacity in bytes - default: 0 Bytes (disabled)


	${CACHE_DISC_THRESHOLD_LEN}
	When the length of the object exceeds this value, store the object on disk


	${CACHE_DISC_DIR_DATA}
	Directory for the disk cache data


	${CACHE_DISC_DIR_JOURNAL}
	Directory for the disk cache journal


	${CACHE_EXPIRE}
	Cache Expire in seconds


	${CACHE_MAX_CONTENT_LEN}
	Cache Max Content Length in bytes

Note: LeoFS-Gateway can cache up to 1MB




	${CACHE_CONTENT_TYPE}
	Cache Content Type

ex-1) [image/png, image/jpeg]


Caching only if its Content-Type was “image/png” OR “image/jpeg”


ex-2) []


When value is empty, all objects are cached.





	${CACHE_PATH_PATTERNS}
	Cache Path Pattern (regular expression)

ex-1) [/img/.+, /css/.+]


Caching only if its path was “/img/*” or “/css/*”


ex-2) []


When value is empty, all objects are cached.





	Timeout


	Timeout value when
requesting to a storage
	





	Level
	Range




	level_1
	0 to 65,535 bytes


	level_2
	65,535 to 131,071 bytes


	level_3
	131,072 to 524,287 bytes


	level_4
	524,288 to 1,048,576 bytes


	level_5
	over 1,048,576 bytes








	Access Log


	Output to a file
(v0.16.0-)
	Default value - “is_enable_access_log” is ‘false’ and Output destination is
set path, the proepery of which is set at log_appender.


	Output to Elasticsearch
(Beta, v0.16.0-)
	





	Property
	Description




	is_enable_esearch
	Turn on/off access-log of output to Elasticsearch


	esearch_host
	Listening Elasticsearch’s host


	esearch_port
	Listening Elasticsearch’s port


	eearch_timeout
	Request timeout


	esearch_bulk_duration
	Bulk logs for the duration time











## --------------------------------------------------------------------
## Manager's Node(s)
## --------------------------------------------------------------------
## Name of Manager node(s)
## managers = [manager_0@127.0.0.1, manager_1@127.0.0.1]
managers = [${MANAGER_MASTER_IP}, ${MANAGER_SLAVE_IP}]

## --------------------------------------------------------------------
## GATEWAY
## --------------------------------------------------------------------
## Gateway’s HTTP API to use: [s3 | rest | embed]
http.handler = ${HTTP_HANDLER}

## Port number the Gateway uses for HTTP connections
http.port = ${LISTENING_PORT}

## Numbers of processes listening for connections
http.num_of_acceptors = ${NUM_OF_LISTENER}

## Maximum number of requests allowed in a single keep-alive session
http.max_keepalive = ${MAX_KEEPALIVE}

## Total number of virtual directories
## http.layer_of_dirs = 12

## Port number the Gateway uses for HTTPS connections
## http.ssl_port     = 8443

## SSL Certificate file
## http.ssl_certfile = ./etc/server_cert.pem

## SSL key
## http.ssl_keyfile  = ./etc/server_key.pem

## Synchronized time of a bucket property (second)
bucket_prop_sync_interval = 300

## --------------------------------------------------------------------
## GATEWAY - Large Object
## --------------------------------------------------------------------
## Total number of chunked objects
large_object.max_chunked_objs = 1000

## Maximum length of an object
large_object.max_len_of_obj = 524288000

## Length of a chunked object
large_object.chunked_obj_len = 5242880

## Threshold of length of a chunked object
large_object.threshold_of_chunk_len = 5767168

## Reading length of a chuncked object [v0.16.8-]
##   * If happening timeout when copying a large object,
##     you will solve to set this value as less than 5MB.
##   * default: "large_object.chunked_obj_len" (5242880 - 5MB)
large_object.reading_chunked_obj_len = 5242880

## --------------------------------------------------------------------
## GATEWAY - Cache
## --------------------------------------------------------------------
## If this parameter is 'true', Gateway turns on HTTP-based cache server, like Varnish OR Squid.
## If this parameter is 'false', Stores objects into the Gateway’s memory.
## When operating READ, the Etag of the cache is compared with a backend storage’s Etag.
cache.http_cache = ${IS_HTTP_CACHE}

## A number of cache workers
## cache.cache_workers = 16

## Memory cache capacity in bytes
cache.cache_ram_capacity  = ${CACHE_RAM_CAPACITY}

## Disk cache capacity in bytes
cache.cache_disc_capacity = ${CACHE_DISC_CAPACITY}

## When the length of the object exceeds this value, store the object on disk
cache.cache_disc_threshold_len = ${CACHE_DISC_THRESHOLD_LEN}

## Directory for the disk cache data
cache.cache_disc_dir_data    = ${CACHE_DISC_DIR_DATA}

## Directory for the disk cache journal
cache.cache_disc_dir_journal = ${CACHE_DISC_DIR_JOURNAL}

## Cache Expire in seconds
cache.cache_expire = ${CACHE_EXPIRE}

## Cache Max Content Length in bytes
cache.cache_max_content_len = ${CACHE_MAX_CONTENT_LEN}

## Cache Content Type(s)
## In case of "empty", all objects are cached.
cache.cachable_content_type = ${CACHE_CONTENT_TYPE}

## Cache Path Pattern(s) (regular expression)
## In case of "empty", all objects are cached.
cache.cachable_path_pattern = ${CACHE_PATH_PATTERNS}

## --------------------------------------------------------------------
## GATEWAY - Timeout
## --------------------------------------------------------------------
## Timeout value when requesting to a storage
## 0 to 65,535 bytes
timeout.level_1 =  5000

## 65,535 to 131,071 bytes
timeout.level_2 =  7000

## 131,072 to 524,287 bytes
timeout.level_3 = 10000

## 524,288 to 1,048,576 bytes
timeout.level_4 = 20000

## 1,048,576 bytes and over
timeout.level_5 = 30000

## --------------------------------------------------------------------
## GATEWAY - Log
## --------------------------------------------------------------------
##
## Log level: [0:debug, 1:info, 2:warn, 3:error]
log.log_level = 1

## Is enable access-log [true, false]
log.is_enable_access_log = true

## Output log file(s) - Erlang's log
log.erlang = ./log/erlang

## Output log file(s) - app
log.app = ./log/app

## Output log file(s) - members of storage-cluster
log.member_dir = ./log/ring

## Output log file(s) - ring
log.ring_dir = ./log/ring

## Is enable Elasticsearch for access-log
## log.is_enable_esearch = false

## Node of Elasticsearch
## log.esearch.host = 127.0.0.1

## Elasticsearch listening port
## log.esearch.port = 9200

## Elasticsearch receive timeout
## log.esearch.timeout = 5000

## Duration of stack objects
## log.esearch.esearch_bulk_duration = 3000


## --------------------------------------------------------------------
## GATEWAY - Other Directories
## --------------------------------------------------------------------
## Directory of queue for monitoring "RING"
queue_dir  = ./work/queue

## Directory of SNMP agent configuration
snmp_agent = ${SNMPA-DIR}/snmp/snmpa_gateway_0/LEO-GATEWAY





[Erlang VM related properties]


	Modification of the required items:









	Property
	Description




	${GATEWAY_ALIAS}
	Gateway node’s Alias name


	${GATEWAY_IP}
	Gateway node’s IP-Address


	${SNMPA-DIR}
	SNMPA configuration files directory





## Name of the leofs-gateway node
## nodename = gateway_0@127.0.0.1
nodename = ${GATEWAY_ALIAS}@${GATEWAY_IP}

## Cookie for distributed node communication.  All nodes in the same cluster
## should use the same cookie or they will not be able to communicate.
distributed_cookie = 401321b4

## Enable kernel poll
erlang.kernel_poll = true

## Number of async threads
erlang.asyc_threads = 32

## Increase number of concurrent ports/sockets
erlang.max_ports = 64000

## Set the location of crash dumps
erlang.crash_dump = ./log/erl_crash.dump

## Raise the ETS table limit
erlang.max_ets_tables = 256000

## Raise the default erlang process limit
process_limit = 1048576

## Path of SNMP-agent configuration
snmp_conf = ${SNMPA-DIR}/snmp/snmpa_gateway_0/leo_gateway_snmp










SNMPA Setup

Each LeoFS node provides a built in SNMP server which allows to connect external systems, such as Nagios [http://www.nagios.org/] and Zabbix [http://www.zabbix.com/]. You can retrieve various statistics as follows:


Manager


	SNMPA Properties











	Property
	Value / Range




	Port
	4020 .. 4022


	Branch
	1.3.6.1.4.1.35450.11


	snmpa_manager_0
	Port: 4020


	snmpa_manager_1
	Port: 4021


	snmpa_manager_2
	Port: 4022






	SNMPA Items











	Branch Number
	Description




	1
	Node name


	1-min averages


	2
	# of processes


	3
	Total memory usage


	4
	System memory usage


	5
	Processes memory usage


	6
	ETS memory usage


	5-min averages


	7
	# of processes


	8
	Total memory usage


	9
	System memory usage


	10
	Processes memory usage


	11
	ETS memory usage






	Method of confirmation



$ snmpwalk -v 2c -c public 127.0.0.1:4020 .1.3.6.1.4.1.35450.11
SNMPv2-SMI::enterprises.35450.11.1.0 = STRING: "manager_0@127.0.0.1"
SNMPv2-SMI::enterprises.35450.11.2.0 = Gauge32: 123
SNMPv2-SMI::enterprises.35450.11.3.0 = Gauge32: 30289989
SNMPv2-SMI::enterprises.35450.11.4.0 = Gauge32: 24256857
SNMPv2-SMI::enterprises.35450.11.5.0 = Gauge32: 6033132
SNMPv2-SMI::enterprises.35450.11.6.0 = Gauge32: 1914017
SNMPv2-SMI::enterprises.35450.11.7.0 = Gauge32: 123
SNMPv2-SMI::enterprises.35450.11.8.0 = Gauge32: 30309552
SNMPv2-SMI::enterprises.35450.11.9.0 = Gauge32: 24278377
SNMPv2-SMI::enterprises.35450.11.10.0 = Gauge32: 6031175
SNMPv2-SMI::enterprises.35450.11.11.0 = Gauge32: 1935758








Storage


	SNMPA Properties











	Property
	Value / Range




	Port
	4010 .. 4013


	Branch
	1.3.6.1.4.1.35450.24


	snmpa_storage_0
	Port: 4010


	snmpa_storage_1
	Port: 4011


	snmpa_storage_2
	Port: 4012


	snmpa_storage_3
	Port: 4013






	SNMPA Items











	Branch Number
	Description




	1
	Node name


	VM-related values (1min averages)


	2
	# of processes


	3
	Total memory usage


	4
	System memory usage


	5
	Processes memory usage


	6
	ETS memory usage


	VM-related values (5min averages)


	7
	# of processes


	8
	Total memory usage


	9
	System memory usage


	10
	Processes memory usage


	11
	ETS memory usage


	Request counter (for 1min)


	12
	# of WRITEs


	13
	# of READs


	14
	# of DELETEs


	Request counter (for 5min)


	15
	# of WRITEs


	16
	# of READs


	17
	# of DELETEs


	# of objects


	18
	# of active objects


	19
	Total objects


	20
	Total size of active objects


	21
	Total size


	MQ-related properties


	22
	# of replication messages


	23
	# of sync-vnode messages


	24
	# of rebalance messages






	Method of confirmation



$ snmpwalk -v 2c -c public 127.0.0.1:4010 .1.3.6.1.4.1.35450.24
SNMPv2-SMI::enterprises.35450.24.1.0 = STRING: "storage_0@127.0.0.1"
SNMPv2-SMI::enterprises.35450.24.2.0 = Gauge32: 227
SNMPv2-SMI::enterprises.35450.24.3.0 = Gauge32: 33165164
SNMPv2-SMI::enterprises.35450.24.4.0 = Gauge32: 24504020
SNMPv2-SMI::enterprises.35450.24.5.0 = Gauge32: 8661144
SNMPv2-SMI::enterprises.35450.24.6.0 = Gauge32: 1952903
SNMPv2-SMI::enterprises.35450.24.7.0 = Gauge32: 227
SNMPv2-SMI::enterprises.35450.24.8.0 = Gauge32: 33379629
SNMPv2-SMI::enterprises.35450.24.9.0 = Gauge32: 24493694
SNMPv2-SMI::enterprises.35450.24.10.0 = Gauge32: 8885935
SNMPv2-SMI::enterprises.35450.24.11.0 = Gauge32: 1941680
SNMPv2-SMI::enterprises.35450.24.12.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.13.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.14.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.15.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.16.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.17.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.18.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.19.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.20.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.21.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.22.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.23.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.24.24.0 = Gauge32: 0








Gateway


	SNMPA Properties











	Item
	Value / Range




	Port
	4000 .. 4001


	Branch
	1.3.6.1.4.1.35450.27


	snmpa_gateway_0
	Port: 4000


	snmpa_gateway_1
	Port: 4001






	SNMPA Items











	Branch Number
	Explanation




	1
	Node name


	VM-related values (1-min averages)


	2
	# of processes


	3
	Total memory usage


	4
	System memory usage


	5
	Processes memory usage


	6
	ETS memory usage


	VM-related values (5-min averages)


	7
	# of processes


	8
	Total memory usage


	9
	System memory usage


	10
	Processes memory usage


	11
	ETS memory usage


	Request counter (for 1min)


	12
	# of WRITEs


	13
	# of READs


	14
	# of DELETEs


	Request counter (for 5min)


	15
	# of WRITEs


	16
	# of READs


	17
	# of DELETEs


	Cache-related properties


	18
	Count of cache-hit


	19
	Count of cache-miss


	20
	Total of files (objects)


	21
	Total cached size






	Method of confirmation



$ snmpwalk -v 2c -c public 127.0.0.1:4000 .1.3.6.1.4.1.35450.21
SNMPv2-SMI::enterprises.35450.21.1.0 = STRING: "gateway_0@127.0.0.1"
SNMPv2-SMI::enterprises.35450.21.2.0 = Gauge32: 279
SNMPv2-SMI::enterprises.35450.21.3.0 = Gauge32: 45266128
SNMPv2-SMI::enterprises.35450.21.4.0 = Gauge32: 36653905
SNMPv2-SMI::enterprises.35450.21.5.0 = Gauge32: 8612223
SNMPv2-SMI::enterprises.35450.21.6.0 = Gauge32: 2276519
SNMPv2-SMI::enterprises.35450.21.7.0 = Gauge32: 279
SNMPv2-SMI::enterprises.35450.21.8.0 = Gauge32: 45157433
SNMPv2-SMI::enterprises.35450.21.9.0 = Gauge32: 36385227
SNMPv2-SMI::enterprises.35450.21.10.0 = Gauge32: 8772210
SNMPv2-SMI::enterprises.35450.21.11.0 = Gauge32: 2261105
SNMPv2-SMI::enterprises.35450.21.12.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.21.13.0 = Gauge32: 13
SNMPv2-SMI::enterprises.35450.21.14.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.21.15.0 = Gauge32: 3
SNMPv2-SMI::enterprises.35450.21.16.0 = Gauge32: 24
SNMPv2-SMI::enterprises.35450.21.17.0 = Gauge32: 0
SNMPv2-SMI::enterprises.35450.21.18.0 = Gauge32: 21
SNMPv2-SMI::enterprises.35450.21.19.0 = Gauge32: 39
SNMPv2-SMI::enterprises.35450.21.20.0 = Gauge32: 3
SNMPv2-SMI::enterprises.35450.21.21.0 = Gauge32: 565700
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Operation Flow Diagram

The documentation is the LeoFS operation flow diagram as follows:

[image: _images/leofs-flow-diagram.jpg]

	The diagram only [http://www.leofs.org/docs/_images/leofs-flow-diagram.jpg]






System launch order

The documentation in this section outlines core administrative tasks and practices that operators of LeoFS will want to consider.
LeoFS’ system launch is very simple:

[image: _images/leofs-order-of-system-launch.png]

Explanation of the Operations










	Order
	Command
	Explanation




	1
	$ bin/leofs_manager start
	Starting Manager Master on Manager Master Node


	2
	$ bin/leofs_manager start
	Starting Manager Slave  on Manager Slave Node


	3
	$ bin/leofs_storage start
	Starting Storage(s) on each Storage Nodes


	4
	$ telnet $manager-master 10010
	Accessing Manager Master Console by telnet


	5
	> start
	Starting LeoFS (manager and storage)


	6
	> status
	Confirm status of the cluster on Manager Master Console #1


	7
	$ bin/leofs_gateway start
	Starting Gateway(s) on each Gateway Node


	8
	> status
	Confirm status of the cluster on Manager Master Console #2










System launch step by step


Start manager-master on LeoFS-Manager Master node

$ cd $LEOFS_DEPLOYED_DIR
$ manager_0/bin/leo_manager start








Start manager-slave on LeoFS-Manager Slave node

$ cd $LEOFS_DEPLOYED_DIR
$ manager_1/bin/leo_manager start








Start storage on each LeoFS-Storage node

$ cd $LEOFS_DEPLOYED_DIR
$ leo_storage/bin/leo_storage start








Open LeoFS Manager Console on LeoFS-Manager Master node


	‘status’ command - Inspect LeoFS-cluster

$ telnet 127.0.0.1 10010
Trying 127.0.0.1...
Connected to localhost.
Escape character is '^]'.

status
[System config]
                System version : 1.0.0
                    Cluster Id : leofs_1
                         DC Id : dc_1
                Total replicas : 3
           # of successes of R : 1
           # of successes of W : 2
           # of successes of D : 2
 # of DC-awareness replicas    : 0
                     ring size : 2^128
             Current ring hash :
                Prev ring hash :
[Multi DC replication settings]
         max # of joinable DCs : 2
            # of replicas a DC : 1

[Node(s) state]
-------+--------------------------+--------------+----------------+----------------+----------------------------
 type  |           node           |    state     |  current ring  |   prev ring    |          updated at
-------+--------------------------+--------------+----------------+----------------+----------------------------
  S    | storage_0@127.0.0.1      | attached     |                |                | 2014-04-03 11:28:20 +0900
  S    | storage_1@127.0.0.1      | attached     |                |                | 2014-04-03 11:28:20 +0900
  S    | storage_2@127.0.0.1      | attached     |                |                | 2014-04-03 11:28:20 +0900
  S    | storage_3@127.0.0.1      | attached     |                |                | 2014-04-03 11:28:20 +0900












‘start’ command - Launch LeoFS-cluster

start
OK








Confirm#1 by LeoFS-Manager node’s console

status
[System config]
                System version : 1.0.0
                    Cluster Id : leofs_1
                         DC Id : dc_1
                Total replicas : 3
           # of successes of R : 1
           # of successes of W : 2
           # of successes of D : 2
 # of DC-awareness replicas    : 0
                     ring size : 2^128
             Current ring hash : 8cd79c31
                Prev ring hash : 8cd79c31
[Multi DC replication settings]
         max # of joinable DCs : 2
            # of replicas a DC : 1

[Node(s) state]
-------+--------------------------+--------------+----------------+----------------+----------------------------
 type  |           node           |    state     |  current ring  |   prev ring    |          updated at
-------+--------------------------+--------------+----------------+----------------+----------------------------
  S    | storage_0@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  S    | storage_1@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  S    | storage_2@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  S    | storage_3@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900








Launch Gateway on each LeoFS-Gateway node

$ cd $LEOFS_DEPLOYED_DIR/
$ gateway/bin/leo_gateway start








Confirm#2 by LeoFS-Manager master node’s console

status
[System config]
                System version : 1.0.0
                    Cluster Id : leofs_1
                         DC Id : dc_1
                Total replicas : 3
           # of successes of R : 1
           # of successes of W : 2
           # of successes of D : 2
 # of DC-awareness replicas    : 0
                     ring size : 2^128
             Current ring hash : 8cd79c31
                Prev ring hash : 8cd79c31
[Multi DC replication settings]
         max # of joinable DCs : 2
            # of replicas a DC : 1

[Node(s) state]
-------+--------------------------+--------------+----------------+----------------+----------------------------
 type  |           node           |    state     |  current ring  |   prev ring    |          updated at
-------+--------------------------+--------------+----------------+----------------+----------------------------
  S    | storage_0@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  S    | storage_1@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  S    | storage_2@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  S    | storage_3@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  G    | gateway_0@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:21 +0900
  G    | gateway_1@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:21 +0900












Storage Cluster Operation Commands


	LeoFS-cluster’s operation commands are executed on LeoFS-Manager Console.

	LeoFS operation flow diagram is here.




Table of Storage Cluster’s Commands









	Command
	Explanation




	Storage-node related commands


	detach ${storage-node}
	
	Remove a storage node from the LeoFS storage-cluster

	Current status: running | stop






	suspend ${storage-node}
	
	Suspend a storage node for maintenance. This command does NOT change the “routing-table (RING)”

	Current status: running






	resume ${storage-node}
	
	Resume a storage node

	Current status: suspended | restarted






	Storage-cluster related commands


	start
	
	Launch LeoFS after distributing the “routing-table (RING)” from Manager to Storage and Gateway






	rebalance
	
	Move or Copy files into the LeoFS storage-cluster due to changed RING






	whereis ${file-path}
	
	Retrieve status of an assigned file






	Recover


	recover file ${file-path}
	
	Synchronize an object between nodes in charge






	recover node ${storage-node}
	
	Recover belonging target node’s objects






	recover ring ${storage-node}
	
	Synchronize target node’s RING with Manager’s RING






	recover cluster ${cluster-id}
	
	[v1.0.0-] Synchronize objects between local-cluster with a remote-cluster












‘detach’ - Storage node is removed from the LeoFS-Cluster

Command: detach ${storage-node}

detach storage_0@127.0.0.1
OK
rebalance
OK








‘suspend’ - Suspend a storage node

Command: suspend ${storage-node}

suspend storage_0@127.0.0.1
OK








‘resume’ - Resume a storage node

Command: resume ${storage-node}

resume storage_0@127.0.0.1
OK








‘rebalance’ - Rebalance files into the cluster

Command: rebalance

rebalance
OK








‘whereis’

Paths used by whereis are ruled by this rule

Command: whereis ${file-path}

whereis leo/fast/storage.key
-----------------------------------------------------------------------------------------------------------------------
 del? node                 ring address    size   # of chunks  checksum    vclock            when
-----------------------------------------------------------------------------------------------------------------------
      storage_1@127.0.0.1  207643840133    35409  0             4116193149  1332407492290951  2012-06-29 14:23:31 +0900
      storage_0@127.0.0.1  207643840133    35409  0             4116193149  1332407492290951  2012-06-29 14:23:31 +0900












recover - Recover target node’s objects and RING synchronization

‘recover file’ - Synchronize an object between nodes

recover file leo/fast/storage.key
OK







‘recover node’ - Recover target node’s objects

recover node storage_0@127.0.0.1
OK







‘recover ring’ - Synchronize target node’s RING with Manager’s RING

recover ring storage_0@127.0.0.1
OK















Storage Maintenance Commands









	Command
	Explanation




	Disk Usage


	du ${storage-node}
	
	Display disk usages (like Unix du command)






	du detail ${storage-node}
	
	Display disk usages in details (like Unix du command)






	Compaction


	compact start ${storage-node} all | ${num_of_targets}
[${num_of_compact_proc}]
	
	Compact raw files used by the LeoFS Storage subsystem

	Default ${num_of_compact_proc} is ‘3’






	compact suspend ${storage-node}
	
	Suspend a compaction job in progress






	compact resume  ${storage-node}
	
	Resume a suspended compaction job






	compact status  ${storage-node}
	
	Display compaction statuses

	Compaction’s status: idle, running, suspend












du - Disk Usage

‘du’ - Display disk usage (summary)

Command: du ${storage-node}

du storage_0@127.0.0.1
 active number of objects: 19968
  total number of objects: 39936
   active size of objects: 198256974.0
    total size of objects: 254725020.0
     ratio of active size: 77.83%
    last compaction start: 2013-03-04 12:39:47 +0900
      last compaction end: 2013-03-04 12:39:55 +0900





‘du detail’ - Display disk usage in details (per raw file)

Command: du detail ${storage-node}

du detail storage_0@127.0.0.1
[du(storage stats)]
                file path: /home/leofs/dev/leofs/package/leofs/storage/avs/object/0.avs
 active number of objects: 320
  total number of objects: 640
   active size of objects: 3206378.0
    total size of objects: 4082036.0
     ratio of active size: 78.55%
    last compaction start: 2013-03-04 12:39:47 +0900
      last compaction end: 2013-03-04 12:39:55 +0900
.
.
.
                file path: /home/leofs/dev/leofs/package/leofs/storage/avs/object/63.avs
 active number of objects: 293
  total number of objects: 586
   active size of objects: 2968909.0
    total size of objects: 3737690.0
     ratio of active size: 79.43%
    last compaction start: ____-__-__ __:__:__
      last compaction end: ____-__-__ __:__:__










compact - Remove logical deleted objects and meta data



[image: _images/leofs-compaction-state-transition.png]



‘compact start’ - Start doing compaction raw-files with targets and a number of compaction-processes

Command: compact start ${storage-node} all | ${num_of_targets} [${num_of_compact_proc}]


Note

Default ${num_of_compact_proc} is ‘3’ - You can control the number of processes to execute compaction in parallel. It enables you to get maximum performance by setting an appropriate number corresponding to the number of cores.



## All compaction-targets will be executed with 3 concurrent processes
## (default concurrency is 3)
compact start storage_0@127.0.0.1 all
OK





## Number of compaction-targets will be executed with 2 concurrent processes
compact start storage_0@127.0.0.1 5 2
OK







‘compact suspend’ - Suspend a compaction job in progress

Command: compact suspend ${storage-node}

compact suspend storage_0@127.0.0.1
OK







‘compact resume’ - Resume a suspended compaction job

Command: compact resume ${storage-node}

compact resume storage_0@127.0.0.1
OK







‘compact status’ - Retrieve compaction statuses

Command: compact status ${storage-node}


	Compaction’s status: idle, running, suspend



compact status storage_0@127.0.0.1
        current status: running
 last compaction start: 2013-03-04 12:39:47 +0900
         total targets: 64
  # of pending targets: 5
  # of ongoing targets: 3
  # of out of targets : 56












MultiDC-related Commands









	Command
	Explanation




	join-cluster ${remote-manager-master} ${remote-manager-slave}
	
	[1.0.0-] Communicate between the local-cluster and a remote cluster






	remove-cluster ${remote-manager-master} ${remote-manager-slave}
	
	[1.0.0-] Remove communication between clusters






	cluster-status
	
	[1.0.0-] Retrieve current status of clusters












‘join-cluster’ - Communicate between the local-cluster and a remote cluster

Command: join-cluster ${remote-manager-master} ${remote-manager-slave}

join-cluster manager_c2_0@10.1.2.1 manager_c2_1@10.1.2.2
OK










‘remove-cluster’ - Remove communication between clusters

Command: remove-cluster ${remote-manager-master} ${remote-manager-slave}

remove-cluster manager_c2_0@10.1.2.1 manager_c2_1@10.1.2.2
OK










‘cluster-status’ - Retrieve current status of clusters

Command: cluster-status

cluster-status
cluster id |   dc id    |    status    | # of storages  |          updated at
-----------+------------+--------------+----------------+-----------------------------
leofs_2    | dc_2       |   running    |              8 | 2014-03-21 19:17:45 +0900










Gateway Maintenance Commands









	Command
	Explanation




	purge ${file-path}
	
	Purge a cached file if the specified file exists in the cache






	remove ${gateway-node}
	
	Remove the gateway node from manager when the state of the node is ‘stop’










‘purge’

Paths used by purge are ruled by this rule

Command: purge ${file-path}

purge leofs.org/is/s3/comaptible/storage.key
OK















Manager Maintenance Commands







	Command
	Explanation




	update-managers ${manager-master} ${manager-slave}
	
	Update manager’s nodes to specified master/slave nodes






	backup-mnesia ${backup-filepath}
	
	Backup mnesia-data to specified filepath






	restore-mnesia ${backup-filepath}
	
	Restore mnesia-data from specified filepath












S3-API Commands









	Command
	Explanation




	create-user ${user-id}
	
	Generate an S3 key pair (AccessKeyID and SecretAccessKey)






	delete-user ${user-id}
	
	Remove a user






	get-users
	
	Retrieve all the registered users






	add-endpoint ${endpoint}
	
	Register a new S3 Endpoint

	LeoFS’ domains are ruled by this rule






	delete-endpoint ${endpoint}
	
	Delete an S3 Endpoint






	get-endpoints
	
	Retrieve all the registered S3 Endpoints






	add-bucket ${bucket} ${access_key_id}
	
	Create a bucket from Manager(s) and Gateway(s)






	delete-bucket ${bucket} ${access_key_id}
	
	Remove a bucket from Manager(s), Gateway(s) and Storage-cluster






	get-buckets
	
	Retrieve all of registered buckets






	get-bucket ${access_key_id}
	
	Retrieve buckets of a user






	chown-bucket ${bucket} ${access_key_id}
	
	Change owner of a bucket (v0.16.5-)






	update-acl ${bucket} ${access_key_id}
private | public-read | public-read-write
	
	Update a ACL for a bucket (v0.16.0-)






	get-acl ${bucket}
	
	Retrieve a ACL for a bucket (v0.16.0-)










‘create-user’ - Create a user and generate an S3 key pair (AccessKeyID and SecretAccessKey)

Command: create-user ${user-id}

create-user test_account
access-key-id: be8111173c8218aaf1c3
secret-access-key: 929b09f9b794832142c59218f2907cd1c35ac163








‘delete-user’ - Remove a user from LeoFS manager’s DB

Command: delete-user ${user-id}

delete-user test
ok








‘get-users’ - Retrieve users from LeoFS manager’s DB

Command: get-users

get-users
user_id     | access_key_id          | created_at
------------+------------------------+---------------------------
_test_leofs | 05236                  | 2012-12-07 10:27:39 +0900
leo         | 39bbad4f3b837ed209fb   | 2012-12-07 10:27:39 +0900








‘add-endpoint’ - Register a new Endpoint


Note

LeoFS domains are ruled by this rule



Command: add-endpoint ${endpoint}

add-endpoint test_account
OK








‘delete-endpoint’ - Remove an Endpoint

Command: delete-endpoint ${endpoint}

delete-endpoint test
OK








‘get-endpoints’ - Retrieve all the registered Endpoints

Command: get-endpoints

get-endpoints
endpoint         | created at
-----------------+---------------------------
s3.amazonaws.com | 2012-09-12 14:09:52 +0900
localhost        | 2012-09-12 14:09:52 +0900
leofs.org        | 2012-09-12 14:09:52 +0900








‘add-bucket’ - Create a bucket from Manager(s) and Gateway(s)

Command: add-bucket ${bucket} ${access_key_id}

add-bucket backup 05236
OK








‘delete-bucket’ - Remove a bucket from Manager(s), Gateway(s) and Storage-cluster

Command: delete-bucket ${bucket} ${access_key_id}

delete-bucket backup 05236
OK








‘get-buckets’ - Retrieve list of buckets registered

Command: get-buckets

get-buckets
cluster id   | bucket   | owner       | permissions                            | created at
-------------+----------+-------------+----------------------------------------+---------------------------
leofs_1      | backup   | _test_leofs | Me(full_control), Everyone(read)       | 2014-04-03 11:39:01 +0900
leofs_1      | docs     | _test_leofs | Me(full_control), Everyone(read)       | 2014-04-03 11:39:25 +0900
leofs_1      | logs     | _test_leofs | Me(full_control), Everyone(read,write) | 2014-04-03 11:39:38 +0900
leofs_1      | movie    | _test_leofs | Me(full_control)                       | 2014-04-03 11:39:45 +0900








‘get-bucket’ - Retrieve buckets of a user

Command: get-bucket ${access_key_id}

get-bucket 05236
bucket   | permissions                            | created at
---------+----------------------------------------+---------------------------
backup   | Me(full_control), Everyone(read)       | 2014-04-03 11:39:01 +0900
docs     | Me(full_control), Everyone(read)       | 2014-04-03 11:39:25 +0900
logs     | Me(full_control), Everyone(read,write) | 2014-04-03 11:39:38 +0900
movie    | Me(full_control)                       | 2014-04-03 11:39:45 +0900








‘chown-bucket’ - Change owner of a bucket (v0.16.5-)

Command: chown-bucket ${bucket} ${new_access_key_id}

chown-bucket backup 47ad5ca9
OK








‘update-acl’ - Update a ACL for a bucket (v0.16.0-)

Command: update-acl ${bucket} ${access_key_id}

update-acl photo 05236 private
ok

update-acl photo 05236 public-read
ok

update-acl photo 05236 public-read-write
ok








Canned ACL


Note

When using S3-API, LeoFS supports a set of predefined grants, known as canned ACLs. Each canned ACL has a predefined a set of grantees and permissions. The following table lists the set of canned ACLs and the associated predefined grants.










	Canned ACL
	Applies to
	Permissions added to ACL




	private
	Bucket and object
	Owner gets FULL_CONTROL. No one else has access rights (default).


	public-read
	Bucket and object
	Owner gets FULL_CONTROL. The AllUsers group gets READ access.


	public-read-write
	Bucket and object
	Owner gets FULL_CONTROL. The AllUsers group gets READ and WRITE access.
Granting this on a bucket is generally not recommended.






	Reference:Access Control List (ACL) Overview [http://docs.aws.amazon.com/AmazonS3/latest/dev/ACLOverview.html]













Miscellaneous Commands









	Command
	Explanation




	status [${NODE}]
	
	Retrieve status of the cluster

	Retrieve status of the node






	dump-ring ${MANAGER}|${STORAGE}|${GATEWAY}
	
	Dump ring and memeber-info [1.0.0-pre1 or higher ]






	history
	Retrieve history of operations






‘status’ - Retrieve status of the cluster

Command-1: status

status
[System config]
                System version : 1.0.0
                    Cluster Id : leofs_1
                         DC Id : dc_1
                Total replicas : 3
           # of successes of R : 1
           # of successes of W : 2
           # of successes of D : 2
 # of DC-awareness replicas    : 0
                     ring size : 2^128
             Current ring hash : 8cd79c31
                Prev ring hash : 8cd79c31
[Multi DC replication settings]
         max # of joinable DCs : 2
            # of replicas a DC : 1

[Node(s) state]
-------+--------------------------+--------------+----------------+----------------+----------------------------
 type  |           node           |    state     |  current ring  |   prev ring    |          updated at
-------+--------------------------+--------------+----------------+----------------+----------------------------
  S    | storage_0@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  S    | storage_1@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  S    | storage_2@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  S    | storage_3@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:20 +0900
  G    | gateway_0@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:21 +0900
  G    | gateway_1@127.0.0.1      | running      | 8cd79c31       | 8cd79c31       | 2014-04-03 11:28:21 +0900





Command-2: status ${storage-node} OR status ${gateway-node}

status storage_0@127.0.0.1
[config]
            version : 0.14.1
      obj-container : [[{path,"./avs"},{num_of_containers,64}]]
            log dir : ./log
[status-1: ring]
  ring state (cur)  : 64212f2d
  ring state (prev) : 64212f2d
[status-2: erlang-vm]
         vm version : 5.9.3.1
    total mem usage : 30886632
   system mem usage : 12774309
    procs mem usage : 18178027
      ets mem usage : 1154464
              procs : 326/1048576
        kernel_poll : true
   thread_pool_size : 32
[status-3: # of msgs]
   replication msgs : 0
    vnode-sync msgs : 0
     rebalance msgs : 0





status gateway_0@127.0.0.1
[config-1]
                      version : 0.14.1
                      log dir : ./log
[config-2]
  -- http-server-related --
          using api [s3|rest] : s3
               listening port : 8080
           listening ssl port : 8443
               # of_acceptors : 0
  -- cache-related --
      http cache [true|false] : false
           # of cache_workers : 128
                 cache expire : 300
        cache max content len : 1048576
           ram cache capacity : 1073741824
       disc cache capacity    : 0
       disc cache threshold   : 1048576
       disc cache data dir    : ./cache/data
       disc cache journal dir : ./cache/journal
  -- large-object-related --
        max # of chunked objs : 1000
            max object length : 524288000
        chunked object length : 5242880
 threshold chunked obj length : 5767168

 [status-1: ring]
            ring state (cur)  : 64212f2d
            ring state (prev) : 64212f2d

[status-2: erlang-vm]
                   vm version : 5.9.3.1
              total mem usage : 48095776
             system mem usage : 34839664
              procs mem usage : 13261128
                ets mem usage : 1195144
                        procs : 504/1048576
                  kernel_poll : true
             thread_pool_size : 32








‘history’ - Retrieve history of operations

Command: history

history
[Histories]
1    | 2012-06-29 14:23:01 +0900 | status
2    | 2012-06-29 14:23:02 +0900 | status
3    | 2012-06-29 14:23:03 +0900 | attach storage_0@127.0.0.1
4    | 2012-06-29 14:23:04 +0900 | attach storage_1@127.0.0.1
5    | 2012-06-29 14:23:05 +0900 | attach storage_2@127.0.0.1
6    | 2012-06-29 14:23:06 +0900 | attach storage_3@127.0.0.1
7    | 2012-06-29 14:23:07 +0900 | start
8    | 2012-06-29 14:23:15 +0900 | status












Upgrade your old version LeoFS to v1.0.2

This section describes the way of replacement of old LeoFS to v1.0.2


Upgrade flow diagram



[image: _images/leofs-upgrade-flow-diagram.png]

	The diagram only [http://www.leofs.org/docs/_images/leofs-upgrade-flow-diagram.png]






Note

If you’re using LeoFS v1.0.0-pre1, v0.16 and v0.14, you need to take over the part of configuration as follows because from v1.0.0-pre2, default leo_storage configuration of it put leveldb. So we’re planning to provide db-converter with v1.1.0.






Takeover a part of confugurations









	Item
	Default value




	leo_object_storage.metadata_storage
	bitcask










Adjust Every Path


	Manager: [mnesia, log-dir and queue-dir]



.
.
.
## Mnesia dir
mnesia.dir = ./work/mnesia/${IP}
.
.
.
## Log level: [0:debug, 1:info, 2:warn, 3:error]
log.log_level = 1
## Output log file(s) - Erlang's log
log.erlang = ./log/erlang
## Output log file(s) - app
log.app = ./log/app
## Output log file(s) - members of storage-cluster
log.member_dir = ./log/ring
## Output log file(s) - ring
log.ring_dir = ./log/ring

## Directory of queue for monitoring "RING"
queue_dir = ./work/queue
## Directory of SNMP agent configuration
snmp_agent = ./snmp/snmpa_manager_0/LEO-MANAGER






	Storage: [obj_containers, log-dir and queue-dir]



## Object container
obj_containers.path = [./avs]
obj_containers.num_of_containers = [8]

## e.g. Case of plural pathes
## obj_containers.path = [/var/leofs/avs/1, /var/leofs/avs/2]
## obj_containers.num_of_containers = [32, 64]
.
.
.
## Log level: [0:debug, 1:info, 2:warn, 3:error]
log.log_level = 1
## Output log file(s) - Erlang's log
log.erlang = ./log/erlang
## Output log file(s) - app
log.app = ./log/app
## Output log file(s) - members of storage-cluster
log.member_dir = ./log/ring
## Output log file(s) - ring
log.ring_dir = ./log/ring

## Directory of queue for monitoring "RING"
queue_dir = ./work/queue
## Directory of SNMP agent configuration
snmp_agent = ./snmp/snmpa_storage_0/LEO-STORAGE






	Gateway: [SSL-related files, cache-related pathes, log-dir and queue-dir]



## SSL Certificate file
http.ssl_certfile = ./etc/server_cert.pem
## SSL key
http.ssl_keyfile  = ./etc/server_key.pem

## Directory for the disk cache data
cache.cache_disc_dir_data    = ./cache/data
## Directory for the disk cache journal
cache.cache_disc_dir_journal = ./cache/journal
.
.
.
## Log level: [0:debug, 1:info, 2:warn, 3:error]
log.log_level = 1
## Output log file(s) - Erlang's log
log.erlang = ./log/erlang
## Output log file(s) - app
log.app = ./log/app
## Output log file(s) - members of storage-cluster
log.member_dir = ./log/ring
## Output log file(s) - ring
log.ring_dir = ./log/ring

## Directory of queue for monitoring "RING"
queue_dir = ./work/queue
## Directory of SNMP agent configuration
snmp_agent = ./snmp/snmpa_gateway_0/LEO-GATEWAY










Attach/Detach node into a Storage-cluster in operation

This section describes the process of adding and removing nodes in a LeoFS Storage cluster.


	
	Adding a storage node:

	
	The node can be added to the cluster once it is running. You can use the rebalance command to request a join from the Manager.









	
	Removing a storage node:

	
	The node can be removed from the cluster when it is either running or stopped. You can use the detach command to remove the node.

	After that, you need to execute the rebalance command in the Manager to actually remove the node from the storage cluster.











[image: _images/leofs-order-of-attach.png]
[image: _images/leofs-order-of-detach.png]



Gateway Access-log Format (v1.0.0-pre3)

LeoFS-Gateway is able to output access-log. If you would like to use this option, you can check and set the configuration.


Sample

--------+-------+--------------------+----------+-------+---------------------------------------+-----------------------+----------
Method  | Bucket| Path               |Child Num |  Size | Timestamp                             | Unix Time             | Response
--------+-------+--------------------+----------|-------+---------------------------------------+-----------------------+----------
[HEAD]   photo   photo/1              0          0       2013-10-18 13:28:56.148269 +0900        1381206536148320        500
[HEAD]   photo   photo/1              0          0       2013-10-18 13:28:56.465670 +0900        1381206536465735        404
[HEAD]   photo   photo/city/tokyo.png 0          0       2013-10-18 13:28:56.489234 +0900        1381206536489289        200
[GET]    photo   photo/1              0          1024    2013-10-18 13:28:56.518631 +0900        1381206536518693        500
[GET]    photo   photo/city/paris.png 0          2048    2013-10-18 13:28:56.550376 +0900        1381206536550444        404
[PUT]    logs    logs/leofs           1          5242880 2013-10-18 13:28:56.518631 +0900        1381206536518693        500
[PUT]    logs    logs/leofs           2          5242880 2013-10-18 13:28:56.518631 +0900        1381206536518693        500
[PUT]    logs    logs/leofs           3          5120    2013-10-18 13:28:56.518631 +0900        1381206536518693        500








Format


Note

The format of the access log is Tab Separated Values.









	Column Number
	Explanation




	1
	Method: [HEAD|PUT|GET|DELETE]


	2
	Bucket


	3
	Filename (including path)


	4
	Child number of a file


	5
	File Size (byte)


	6
	Timestamp with timezone


	7
	Unixtime (including micro-second)


	8
	Response (HTTP Status Code)













          

      

      

    


    
         Copyright 2012-2014, Leo Project - leo-project.net/leofs/ - Sponsored by Rakuten, Inc. and Rakuten Institute of Technology.
      Created using Sphinx 1.2.2.
    

  

    
      Navigation

      
        	
          index

        	
          next |

        	
          previous |

        	LeoFS 1.0 documentation 
 
      

    


    
      
          
            
  
Usage


Testing without a load balancer

[image: _images/leofs-usecase-without-lb.png]

	
	Example:

	
	Endpoint: yourhost.com

	bucket: test









	
	Client(s)

	
	You need to edit /etc/hosts in your client machine(s)



	
	You can use any S3 client, like

	
	Program Lang’s clients

	s3fs-c

	s3cmd

	DragonDisk

















	
	Servers configuration (only ip and name)

	
	
	Manager

	
	IP: 192.168.1.7, 192.168.1.8

	Name: manager_0@192.168.1.7, manager_1@192.168.1.8









	
	Gateway

	
	IP: 192.168.1.3

	Name: gateway_0@192.168.1.3









	
	Storage

	
	IP: 192.168.1.4 .. 192.168.1.6

	Name: storage_0@192.168.1.4 .. storage_2@192.168.1.6

















	
	Commands to execute on LeoFS-Manager’s console for authentication

	
	Set an endpoint - yourhost.com

	Create a user   - yourname











$ telnet 127.0.0.1 10010
> add-endpoint yourhost.com
OK
> create-user yourname
access-key-id: 05dcba94333c7590a635
secret-access-key: c776574f3661579ceb91aa8788dfcac733b21b3a










Production/Staging with a load balancer

(under construction)
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REST API


Configuration


	You need to update ${USE_S3_AUTH} and set its value to false in Gateway configuration






Interface


Description of LeoFS’ behavior for each HTTP verb









	HTTP Verb
	LeoFS’ Behavior




	PUT/POST
	Insert an object into the storage cluster


	GET
	Retrieve an object from the storage cluster


	DELETE
	Remove an object from the storage cluster








URL format


	
	URL format: http://${HOST}:8080/${KEY}

	
	LeoFS will only use the ${KEY} part of the URL to identify objects

	You can check that an object exists in the cluster by using:











$ telnet 127.0.0.1 10010
whereis ${KEY}










Examples

POST/PUT

$ curl -X POST -H "Content-Type:image/png" \
          --data-binary @test.jpg http://hostname:8080/_test/_image/file.png

$ curl -X PUT -H "Content-Type:image/png" \
          --data-binary @test.jpg http://hostname:8080/_test/_image/file.png





GET

$ curl -X GET http://hostname:8080/_test/_image/file.png
  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current
                                 Dload  Upload   Total   Spent    Left  Speed
100 6019k    0 6019k    0     0   210M      0 --:--:-- --:--:-- --:--:--  217M





DELETE

$ curl -X DELETE http://hostname:8080/_test/_image/file.png
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Amazon S3 API and Interface


S3 API Implementation Status


Objects API









	
	Method
	Status




	1
	DELETE Object
	Yes


	2
	Delete Multiple Objects
	No


	3
	GET Object
	Yes


	4
	GET Object ACL
	Plans to support with 1.2


	5
	GET Object torrent
	No


	6
	HEAD Object
	Yes


	7
	POST Object
	Yes


	8
	PUT Object
	Yes


	9
	PUT Object ACL
	Plans to support with 1.2


	10
	PUT Object - Copy
	Yes


	11
	Initiate Multipart Upload
	Yes


	12
	Upload Part
	Yes


	13
	Upload Part - Copy
	Yes


	14
	Complete Multipart Upload
	Yes


	15
	Abort Multipart Upload
	Yes


	16
	List Parts
	No











Buckets API









	
	Method
	Status




	1
	DELETE Bucket
	Yes


	2
	DELETE Bucket life cycle
	No


	3
	DELETE Bucket policy
	No


	4
	DELETE Bucket website
	Plans to support with 1.2


	5
	GET Bucket (List Objects)
	Yes


	6
	GET Bucket ACL
	Yes


	7
	GET Bucket life cycle
	No


	8
	GET Bucket policy
	No


	9
	GET Bucket location
	No


	10
	GET Bucket logging
	No


	11
	GET Bucket notification
	No


	12
	GET Bucket Object versions
	No


	13
	GET Bucket requestPayment
	No


	14
	GET Bucket versioning
	No


	15
	GET Bucket website
	Plans to support with 1.2


	16
	HEAD Bucket
	Yes


	17
	List Multipart Uploads
	No


	18
	PUT Bucket
	Yes


	19
	PUT Bucket ACL
	Yes


	20
	PUT Bucket life cycle
	No


	21
	PUT Bucket policy
	No


	22
	PUT Bucket logging
	No


	23
	PUT Bucket notification
	No


	24
	PUT Bucket requestPayment
	No


	24
	PUT Bucket versioning
	No


	25
	PUT Bucket website
	Plans to support with 1.2













Amazon S3 Interface


Amazon S3 Official Documentation


	The official documentation [http://docs.amazonwebservices.com/AmazonS3/2006-03-01/dev/Welcome.html?r=7602]






How to determine the name of Bucket


	Virtual Hosting of Buckets [http://docs.amazonwebservices.com/AmazonS3/2006-03-01/dev/VirtualHosting.html]

	Values used for determining the name:
* S3 uses the HTTP Host header or a Path segment in the HTTP request line.
* How S3 determines what to use depends on the Domain name.

	Patterns



1. http://s3.amazonaws.com/bucket/path_to_file


In this case, the name of the bucket is the first segment of the path.

bucket







	Name
	Value




	Request line
	GET /bucket/path_to_file HTTP/1.1


	Host header
	Host: s3.amazonaws.com





The argument of LeoFS’ whereis | purge commands should be bucket/path_to_file.




2. http://www.example.com.s3.amazonaws.com/path_to_file


In this case, the name of the bucket is the part of the domain name before .s3.amazonaws.com.

www.example.com







	Name
	Value




	Request line
	GET /path_to_file HTTP/1.1


	Host header
	Host: www.example.com.s3.amazonaws.com





The argument of LeoFS’ whereis | purge commands should be www.example.com/path_to_file.




3. http://www.example.com/path_to_file


In this case, the name of bucket is equal to the FQDN.


www.example.com








	Name
	Value




	Request line
	GET /path_to_file HTTP/1.1


	Host header
	Host: www.example.com





The argument of LeoFS’ whereis | purge commands should be www.example.com/path_to_file.




4. Rules for Bucket Naming (v0.16.1-)


Note

We recommend as a best practice that you always use DNS-compliant bucket names regardless of the region in which you create the bucket.




	Bucket names can be as long as between 3 and 255 characters.

	Bucket names can contain lowercase letters, numbers, periods (.), dashes (-) and underscores (_).

	Bucket names must not be formatted as an IP address (e.g., 192.168.5.4).

	Bucket name cannot start and end with periods (.), dashes (-) and underscores (_).
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Amazon S3 Client Tutorials


Getting Your S3 Key

You can get S3 API Keys from LeoFS' Manager Console.

$ telnet 127.0.0.1 10010
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is '^]'.





The ‘create-user ${USER-ID}’ command generates your s3 key.

create-user ${USER-ID}
access-key-id: 05dcba94333c7590a635
secret-access-key: c776574f3661579ceb91aa8788dfcac733b21b3a








Getting Started with Ruby: ‘aws-sdk’

aws-sdk’s official documentation is here. [http://aws.amazon.com/sdkforruby/]


Install AWS-SDK for Ruby

$ gem install aws-sdk








Example usage


Connecting to LeoFS


Note

LeoFS’ domains are ruled by this rule. You need to configure the Endpoint, Port, AccessKeyId and SecretAccessKey like in this example:



## This code supports "aws-sdk v1.9.5"
require "aws-sdk"

Endpoint = "localhost"
Port = 8080
# set your s3 key
AccessKeyId = "YOUR_ACCESS_KEY_ID"
SecretAccessKey = "YOUR_SECRET_ACCESS_KEY"

class LeoFSHandler < AWS::Core::Http::NetHttpHandler
  def handle(request, response)
    request.port = ::Port
    super
  end
end

SP = AWS::Core::CredentialProviders::StaticProvider.new(
{
    :access_key_id     => AccessKeyId,
    :secret_access_key => SecretAccessKey
})

AWS.config(
  access_key_id: AccessKeyId,
  secret_access_key: SecretAccessKey,
  s3_endpoint: Endpoint,
  http_handler: LeoFSHandler.new,
  credential_provider: SP,
  s3_force_path_style: true,
  use_ssl: false
)

s3 = AWS::S3.new








PUT an object into LeoFS

# create bucket
s3.buckets.create("photo")

# get bucket
bucket = s3.buckets["photo"]

# create a new object
object = bucket.objects.create("image", "value")

# show objects in the bucket
bucket.objects.with_prefix("").each do |obj|
  p obj
end

# retrieve an object
object = bucket.objects["image"]

# insert an object
object.write(
  file: "/path/to/image.png",
  content_type: "png/image"
)








GET an object from LeoFS

image = object.read








DELETE an object from LeoFS

object.delete








Get an object HEAD from LeoFS

metadata = object.head
p metadata.to_hash








Uploading to LeoFS using multipart

## This code supports "aws-sdk v1.9.5"
require 'aws-sdk'

Endpoint = "leofs.org"
Port = 8080

## set your s3 key
AccessKeyId = "YOUR_ACCESS_KEY_ID"
SecretAccessKey = "YOUR_SECRET_ACCESS_KEY"

class LeoFSHandler < AWS::Core::Http::NetHttpHandler
  def handle(request, response)
    request.port = ::Port
    super
  end
end

SP = AWS::Core::CredentialProviders::StaticProvider.new(
{
    :access_key_id     => AccessKeyId,
    :secret_access_key => SecretAccessKey
})

AWS.config(
  :access_key_id => 'access-key-id',
  :secret_access_key => 'secret-access-key',
  s3_endpoint: Endpoint,
  http_handler: LeoFSHandler.new,
  credential_provider: SP,
  s3_force_path_style: true,
  use_ssl: false
)

file_path_for_multipart_upload = '/path/to/file'
bucket = AWS::S3.new.buckets['bucket-name']

open(file_path_for_multipart_upload) do |file|
  uploading_object = bucket.objects[File.basename(file.path)]
  uploading_object.multipart_upload do |upload|
    while !file.eof?
      upload.add_part(file.read 5242880) ## 5MB ##
      p('Aborted') if upload.aborted?
    end
  end
end












Getting Started with Java: ‘aws-sdk’


Getting AWS SDK for Java

URL: SDK for Java [http://aws.amazon.com/sdkforjava/]


Note

LeoFS domains are ruled by this rule. You need to set ‘Proxy Host’ and ‘Proxy Port’ with ClientConfiguration class.






Example usage

import java.io.BufferedReader;
import java.io.File;
import java.io.FileOutputStream;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;
import java.io.OutputStreamWriter;
import java.io.Writer;
import java.util.UUID;

import com.amazonaws.AmazonClientException;
import com.amazonaws.AmazonServiceException;
import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.services.s3.AmazonS3;
import com.amazonaws.services.s3.AmazonS3Client;
import com.amazonaws.services.s3.model.GetObjectRequest;
import com.amazonaws.services.s3.model.ListObjectsRequest;
import com.amazonaws.services.s3.model.PutObjectRequest;
import com.amazonaws.services.s3.model.Bucket;
import com.amazonaws.services.s3.model.S3Object;
import com.amazonaws.services.s3.model.ObjectListing;
import com.amazonaws.services.s3.model.S3ObjectSummary;
import com.amazonaws.ClientConfiguration;
import com.amazonaws.Protocol;

public class LeoFSSample {
    public static void main(String[] args) throws IOException {
        /* ---------------------------------------------------------
         * You need to set 'Proxy host', 'Proxy port' and 'Protocol'
         * --------------------------------------------------------- */
        ClientConfiguration config = new ClientConfiguration();
        config.setProxyHost("localhost"); // LeoFS Gateway's Host
        config.setProxyPort(8080);        // LeoFS Gateway's Port
        config.withProtocol(Protocol.HTTP);

        final String accessKeyId = "YOUR_ACCESS_KEY_ID";
        final String secretAccessKey = "YOUR_SECRET_ACCESS_KEY";

        AWSCredentials credentials = new BasicAWSCredentials(accessKeyId, secretAccessKey);
        AmazonS3 s3 = new AmazonS3Client(credentials, config);

        final String bucketName = "test-bucket-" + UUID.randomUUID();
        final String key = "test-key";

        try {
            // Create a bucket
            s3.createBucket(bucketName);

            // Retrieve list of buckets
            for (Bucket bucket : s3.listBuckets()) {
                System.out.println("Bucket:" + bucket.getName());
            }

            // PUT an object into the LeoFS
            s3.putObject(new PutObjectRequest(bucketName, key, createFile()));

            // GET an object from the LeoFS
            S3Object object = s3.getObject(new GetObjectRequest(bucketName, key));
            dumpInputStream(object.getObjectContent());

            // Retrieve list of objects from the LeoFS
            ObjectListing objectListing =
                s3.listObjects(new ListObjectsRequest().withBucketName(bucketName));

            for (S3ObjectSummary objectSummary : objectListing.getObjectSummaries()) {
                System.out.println(objectSummary.getKey() +
                                   "Size:" + objectSummary.getSize());
            }

            // DELETE an object from the LeoFS
            s3.deleteObject(bucketName, key);

            // DELETE a bucket from the LeoFS
            s3.deleteBucket(bucketName);

        } catch (AmazonServiceException ase) {
            System.out.println(ase.getMessage());
            System.out.println(ase.getStatusCode());
        } catch (AmazonClientException ace) {
            System.out.println(ace.getMessage());
        }
    }

    private static File createFile() throws IOException {
        File file = File.createTempFile("leofs_test", ".txt");
        file.deleteOnExit();

        Writer writer = new OutputStreamWriter(new FileOutputStream(file));
        writer.write("Hello, world!\n");
        writer.close();

        return file;
    }

    private static void dumpInputStream(InputStream input) throws IOException {
        BufferedReader reader = new BufferedReader(new InputStreamReader(input));
        while (true) {
            String line = reader.readLine();
            if (line == null) break;
            System.out.println(line);
        }
    }
}










Getting Started with PHP: ‘aws-sdk’


Install aws-sdk for PHP


php5-curl (Debian)

sudo apt-get install php5-curl










aws-sdk for PHP

git clone git://github.com/amazonwebservices/aws-sdk-for-php.git AWSSDKforPHP








Edit /etc/hosts


Note

LeoFS domains are ruled by this rule.



127.0.0.1 s3.amazonaws.com
127.0.0.1 ${bucket_name}.s3.amazonaws.com # if you use create_bucket








Example usage

<?php
require_once 'AWSSDKforPHP/sdk.class.php';

$s3 = new AmazonS3(array(
  "key" => "YOUR ACCESS KEY ID",
  "secret" => "YOUR SECRET ACCESS KEY",
));
$s3->use_ssl = false;
$s3->enable_path_style();

$bucket_name = "bucket";
$object_name = "key";

# create bucket (region is a dummy)
$bucket = $s3->create_bucket($bucket_name, AmazonS3::REGION_US_E1);

# create object
$object = $s3->create_object($bucket_name, $object_name, array("body" => "This is a new object."));

# get object
$object = $s3->get_object($bucket_name, $object_name);
print_r($object);

# get list of buckets
$buckets = $s3->get_bucket_list();
print_r($buckets);

# head
$head = $s3->get_object_headers($bucket_name, $object_name);
print_r($head);

# delete
$result = $s3->delete_object($bucket_name, $object_name);
print_r($result);
?>










Getting Started with PHP: ‘aws-sdk version 2’


Install aws-sdk version 2 for PHP


php5-curl (Debian)

sudo apt-get install php5-curl








PEAR (Debian)

sudo apt-get install php-pear










aws-sdk for PHP

sudo pear channel-discover pear.amazonwebservices.com
sudo pear install aws/sdk








Edit /etc/hosts


Note

LeoFS domains are ruled by this rule.



127.0.0.1 s3.amazonaws.com
127.0.0.1 ${bucket_name}.s3.amazonaws.com # if you use create_bucket








Example usage

<?php
require "vendor/autoload.php";

use Aws\Common\Enum\Region;
use Aws\S3\S3Client;

$client = S3Client::factory(array(
  "key" => "YOUR ACCESS KEY ID",
  "secret" => "YOUR SECRET ACCESS KEY",
  "region" => Region::US_EAST_1,
  "scheme" => "http",
));

// list buckets
$buckets = $client->listBuckets()->toArray();

foreach($buckets as $bucket){
  print_r($bucket);
}
print("\n\n");

// create bucket
$result = $client->createBucket(array(
  "Bucket" => "test"
));

// PUT object
$client->putObject(array(
  "Bucket" => "test",
  "Key" => "key-test",
  "Body" => "Hello, world!"
));

// GET object
$object = $client->getObject(array(
  "Bucket" => "test",
  "Key" => "key-test"
));
print($object->get("Body"));
print("\n\n");

// HEAD object
$headers = $client->headObject(array(
  "Bucket" => "test",
  "Key" => "key-test"
));
print_r($headers->toArray());

// DELETE object
$client->deleteObject(array(
  "Bucket" => "test",
  "Key" => "key-test"
));
?>










Getting Started with Python: ‘boto’


	
	Boto is a Python interface to Amazon Web Services. You can use it for LeoFS too.

	
	Repository [https://github.com/boto/boto]

	Documentation [http://docs.pythonboto.org/en/latest/index.html]












Install boto


setup.py

git clone https://github.com/boto/boto.git; cd boto; sudo python setup.py install








easy_install

sudo easy_install boto








Example usage


Note

LeoFS domains are ruled by this rule.



#!/usr/bin/python
# coding: utf8

from boto.s3.connection import S3Connection, OrdinaryCallingFormat
from boto.s3.bucket import Bucket
from boto.s3.key import Key

AWS_ACCESS_KEY = "YOUR_ACCESS_KEY_ID"
AWS_SECRET_ACCESS_KEY = "YOUR_SECRET_ACCESS_KEY"

conn = S3Connection(AWS_ACCESS_KEY,
                    AWS_SECRET_ACCESS_KEY,
                    host = "example.com",
                    port = 8080,
                    calling_format = OrdinaryCallingFormat(),
                    is_secure = False
       )

# create bucket
bucket = conn.create_bucket("leofs-bucket")

# create object
s3_object = bucket.new_key("image_file")

# write
s3_object.set_contents_from_string("This is a text.")

# show buckets
for bucket in conn.get_all_buckets():
  print bucket

  # show S3Objects
  for obj in bucket.get_all_keys():
    print obj

  print

# get bucket
bucket = conn.get_bucket("leofs-bucket")
print bucket

# get S3Object
s3_object = bucket.get_key("image_file")
print s3_object

# read
print s3_object.read()

# write from file
#s3_object.set_contents_from_filename("filename")

# delete S3Object
s3_object.delete()












Getting Started with Node.js: ‘Knox’


Install Knox

npm install knox








Edit /etc/hosts


Note

LeoFS domains are ruled by this rule.



127.0.0.1 ${bucket_name}.localhost








Example usage

Var knox = require("knox")

var client = knox.createClient({
  key: "YOUR ACCESS KEY ID",
  secret: "YOUR SECRET ACCESS KEY",
  bucket: "bucket",
  endpoint: "bucket.localhost", // ${bucket_name}.localhost
  port: 8080
});

// PUT object
var string = "Hello, world!";
client.put("key", {
  "Content-Length": string.length,
  "Content-Type": "application/json"
}).end(string);

// HEAD object
client.headFile("key", function(err, res) {
  console.log("Headers:\n", res.headers);
});

// GET object
client.getFile("key", function(err, res) {
  res.on('data', function(chunk){
    console.log(chunk.toString());
  });
});

// DELETE object
client.deleteFile("key", function(err, res) {
  console.log(res.statusCode);
});










Getting Started with Erlang: ‘erlcloud’


Getting erlcloud


	
	erlcloud is a Erlang interface to Amazon Web Services. You can use it for LeoFS too.

	
	Repository [https://github.com/gleber/erlcloud]














Edit /etc/hosts


Note

LeoFS domains are ruled by this rule.



127.0.0.1 s3.amazonaws.com
127.0.0.1 ${bucket_name}.s3.amazonaws.com # if you use create_bucket








Example usage

erlcloud:start(),
Conf = erlcloud_s3:new("YOUR ACCESS KEY ID",
                       "YOUR_SECRET_ACCESS_KEY",
                       "localhost",
                       8080),
Conf2 = Conf#aws_config{s3_scheme = "http://"},
try

    erlcloud_s3:create_bucket("erlang", Conf2),

    List = erlcloud_s3:list_buckets(Conf2),
    io:format("[debug]buckets:~p~n", [List]),

    erlcloud_s3:put_object("erlang", "test-key", "value", [], Conf2),

    Objs = erlcloud_s3:list_objects("erlang", Conf2),
    io:format("[debug]objects:~p~n", [Objs]),

    Obj = erlcloud_s3:get_object("erlang", "test-key", Conf2),
    io:format("[debug]inserted object:~p~n", [Obj]),

    Meta = erlcloud_s3:get_object_metadata("erlang", "test-key", Conf2),
    io:format("[debug]metadata:~p~n", [Meta]),

    DeletedObj = erlcloud_s3:delete_object("erlang", "test-key", Conf2),
    io:format("[debug]deleted object:~p~n", [DeletedObj]),

    try
        NotFoundObj = erlcloud_s3:get_object("erlang", "test-key", Conf2),
        io:format("[debug]not found object:~p~n", [NotFoundObj])
    catch
        error:{aws_error,{http_error,404,_,_}} ->
            io:format("[debug]404 not found object~n")
    end
after
    ok = erlcloud_s3:delete_bucket("erlang", Conf2)
end










Getting Started with S3FS-C (Ubuntu-12.04 LTS)

S3FS-C is a FUSE (File System in User Space) based file system backed by Amazon S3 storage buckets. Once mounted, S3 can be used just like it was a local file system.


Install libs for S3FS-C into Ubuntu-12.04

sudo apt-get install libfuse-dev libcurl4-openssl-dev fuse-utils








Install “S3FS-C”

git clone https://github.com/leo-project/s3fs-c.git
cd s3fs-c
./configure
make
sudo make install








Modify “/etc/hosts”


	Add a LeoFS domain in /etc/hosts

	LeoFS’ domains are ruled by this rule



$ sudo vi /etc/hosts

## Add a LeoFS domain ##
127.0.0.1 localhost ${BUCKET_NAME}.localhost








Create a credential file for S3FS

$ vi ~/.passwd-s3fs

## Set access-key and secret-key ##
${ACCESS_KEY}:${SECRET_KEY}

$ chmod 600 ~/.passwd-s3fs








Mount “LeoFS”

$ s3fs ${BUCKET_NAME} ${MOUNT_POINT} -o url='http://${END_POINT}:${PORT}'










Connecting to LeoFS using DragonDisk


Note

LeoFS’ domains are ruled by this rule.



DragonDisk [http://www.dragondisk.com/] is a powerful file manager for Amazon S3 Compatible Storage.


Setting up LeoFS account details


	To setup your LeoFS’ account, go to the menu File/Accounts.

	If the details are valid, you can see that S3 has been added to the Root list.



[image: _images/dragondisk-2.png]



Create a bucket


	You need to create the bucket where the objects will be stored.

	Buckets can only be manipulated using a unique, developer-assigned key.



[image: _images/dragondisk-3.png]



Manipulating files


	You can upload files into LeoFS, download files from LeoFS and do any other operations on them.



[image: _images/dragondisk-1.png]





Connecting to LeoFS using s3cmd


Getting s3cmd [http://sourceforge.net/projects/s3tools/files/]




Configuration


Note

LeoFS’ domains are ruled by this rule. You need to set ‘Endpoint’ and ‘Port’.



$ s3cmd --configure

Enter new values or accept defaults in brackets with Enter.
Refer to user manual for detailed description of all options.

Access key and Secret key are your identifiers for Amazon S3
Access Key: ${ACCESS_KEY}
Secret Key: ${SECRET_ACCESS_KEY}

Encryption password is used to protect your files from reading
by unauthorized persons while in transfer to S3
Encryption password:
Path to GPG program [/usr/bin/gpg]:

When using secure HTTPS protocol all communication with Amazon S3
servers is protected from 3rd party eavesdropping. This method is
slower than plain HTTP and can't be used if you're behind a proxy
Use HTTPS protocol [No]:

On some networks all internet access must go through a HTTP proxy.
Try setting it here if you can't connect to S3 directly
HTTP Proxy server name: localhost
HTTP Proxy server port [3128]: 8080

New settings:
  Access Key: ${ACCESS_KEY}
  Secret Key: ${SECRET_ACCESS_KEY}
  Encryption password:
  Path to GPG program: /usr/bin/gpg
  Use HTTPS protocol: False
  HTTP Proxy server name: ${ENDPOINT}
  HTTP Proxy server port: ${PORT}

Test access with supplied credentials? [Y/n]






Note

LeoFS’s Gateway respond a large size object with “chunked transfer encording - NOT put Content-Length on the HTTP header”. Unfortunately, “s3cmd” does not support that, yet.






Commands










	
	Command
	Support Status




	1
	Make bucket
	s3cmd mb s3://BUCKET
	Yes


	2
	Remove bucket
	s3cmd rb s3://BUCKET
	Yes


	3
	List objects or buckets
	s3cmd ls [s3://BUCKET[/PREFIX]]
	Yes


	4
	List all object in all buckets
	s3cmd la
	No


	5
	Put file into bucket
	s3cmd put FILE [FILE...] s3://BUCKET[/PREFIX]
	Yes


	6
	Get file from bucket
	s3cmd get s3://BUCKET/OBJECT LOCAL_FILE
	Yes


	7
	Delete file from bucket
	s3cmd del s3://BUCKET/OBJECT
	Yes


	8
	Synchronize a directory tree to S3
	s3cmd sync LOCAL_DIR s3://BUCKET[/PREFIX]

s3://BUCKET[/PREFIX] LOCAL_DIR


	Yes


	9
	Disk usage by buckets
	s3cmd du [s3://BUCKET[/PREFIX]]
	No


	10
	Get various info about buckets or files
	s3cmd info s3://BUCKET[/OBJECT]
	No


	11
	Copy object
	s3cmd cp s3://BUCKET1/OBJECT1 s3://BUCKET2[/OBJECT2]
	Yes


	12
	Move object
	s3cmd mv s3://BUCKET1/OBJECT1 s3://BUCKET2[/OBJECT2]
	Yes
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Benchmarking


Setting up basho_bench


Installation


	Basho’s basho_bench’s repository [https://github.com/basho/basho_bench/]

	Basho’s basho_bench’s documentation [http://docs.basho.com/riak/latest/cookbooks/Benchmarking]

	Use the following commands to set up basho_bench.



$ git clone git://github.com/basho/basho_bench.git
$ git clone https://github.com/leo-project/leofs.git
$ cd basho_bench
$ cp -i ../leofs/test/src/*.erl src/
$ cp -i ../leofs/test/include/*.hrl include/
$ make all








Preparations before testing


Create a test bucket


Note

After starting LeoFS, you need to create a bucket on “manager-console” that will be used for testing. In this example, the bucket name is test. It is owned by the user _test_leofs that is already registered internally by LeoFS.



$ telnet ${MANAGER_CONSOLE_IP} 10010
Trying 127.0.0.1...
Connected to localhost.
Escape character is '^]'.

add-endpoint ${GATEWAY_IP}
OK

add-bucket test 05236
OK

get-buckets
bucket   | owner       | created at
---------+-------------+---------------------------
test     | _test_leofs | 2013-02-27 14:06:54 +0900

update-acl test 05236 public-read
OK












Configuration file for basho_bench


Examples


	
	Some examples are included in the LeoFS repository at ${LEOFS_ROOT}/test/conf/leofs_*.config

	
	Learn more about basho_bench’s configuration [http://docs.basho.com/riak/latest/cookbooks/Benchmarking/#Configuration]











{mode,      max}.
{duration,   10}.
{concurrent, 50}.

{driver, basho_bench_driver_leofs}.
{code_paths, ["deps/ibrowse"]}.

{http_raw_ips, ["${HOST_NAME_OF_LEOFS_GATEWAY}"]}.
{http_raw_port, 8080}.
{http_raw_path, "/test"}.
%% {http_raw_path, "/${BUCKET}"}.

{key_generator,   {partitioned_sequential_int, 1000000}}.
{value_generator, {fixed_bin, 16384}}. %% 16KB
{operations, [{put,1}]}.               %% PUT:100%
%%{operations, [{put,1}, {get, 4}]}.   %% PUT:20%, GET:80%

{check_integrity, false}.








Description








	Key
	Value




	http_raw_ips
	The Gateway nodes we want to benchmark


	http_raw_port
	The port used by the Gateway nodes


	http_raw_path
	URL path prefix. The first path segment MUST be a
BUCKET name


	check_integrity
(default:false)
	Check integrity of registered object -
compare an original MD5 with a retrieved object’s MD5

(Only for developers)















Running basho_bench(1)


Note

In this example, LeoFS and basho_bench are installed locally.




	The following commands can be used to run basho_bench.



### Loading 1M records of size 16KB
cd basho_bench
./basho_bench ../leofs/test/conf/leofs_16K_LOAD1M.config










Running basho_bench(2)


Note

In this example, LeoFS and basho_bench are installed on different hosts.




Configure the endpoint on LeoFS-Manager console


	Allows basho_bench’s requests to reach ${HOST_NAME_OF_LEOFS_GATEWAY}.



$ telnet ${MANAGER_CONSOLE_IP} 10010
Trying 127.0.0.1...
Connected to localhost.
Escape character is '^]'.

add-endpoint ${HOST_NAME_OF_LEOFS_GATEWAY}
OK

get-endpoints
endpoint                      | created at
------------------------------+---------------------------
localhost                     | 2013-03-01 00:14:04 +0000
s3.amazonaws.com              | 2013-03-01 00:14:04 +0000
${HOST_NAME_OF_LEOFS_GATEWAY} | 2013-03-01 00:14:04 +0000








Edit the benchmark’s configuration file


	You need to modify the values for http_raw_ips and http_raw_port



{mode,      max}.
{duration,   10}.
{concurrent, 50}.

{driver, basho_bench_driver_leofs}.
{code_paths, ["deps/ibrowse"]}.

{http_raw_ips, ["${HOST_NAME_OF_LEOFS_GATEWAY}"]}. %% able to set plural nodes
{http_raw_port, ${PORT}}. %% default: 8080
{http_raw_path, "/test"}.
%% {http_raw_path, "/${BUCKET}"}.

{key_generator,   {partitioned_sequential_int, 1000000}}.
{value_generator, {fixed_bin, 16384}}. %% 16KB
{operations, [{put,1}]}.               %% PUT:100%
%%{operations, [{put,1}, {get, 4}]}.   %% PUT:20%, GET:80%

{check_integrity, false}.








Running basho_bench

### Loading 1M records each size is 16KB
cd basho_bench
./basho_bench ../leofs/test/conf/leofs_16K_LOAD1M.config
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LeoCenter v0.4.5

LeoCenter is LeoFS’ Web console in your browser. You can use it to easily operate LeoFS.


Installation and configuration


Requirements


	LeoFS v0.16.8 or higher






Install LeoCenter


	LeoCenter’s Repository: https://github.com/leo-project/leo_center



	
	Ruby 1.9.3-p484 or higher

	
	Download URL: http://www.ruby-lang.org/en/downloads/











gem install bundler
git clone https://github.com/leo-project/leo_center.git
cd leo_center
bundle install








Create Admin User


Note

You need to create an administrator user from LeoFS-Manager’s console.



$ telnet ${LEOFS_MANAGER_HOST} ${LEOFS_MANAGER_PORT}
> create-user leo_admin password
  access-key-id: ab96d56258e0e9d3621a
  secret-access-key: 5c3d9c188d3e4c4372e414dbd325da86ecaa8068

> update-user-role leo_admin 9
OK








Configure


Note

You need to modify config.yml to allow LeoCenter to connect to LeoFS-Manager.



:managers:
  - "localhost:10020" # leofs manager - master node's host/port
  - "localhost:10021" # leofs manager - slave node's host/port
:credential:
  :access_key_id: ${YOUR_ACCESS_KEY_ID}
  :secret_access_key: ${YOUR_SECRET_ACCESS_KEY}
:session:
  :local:
    :secret: ""
    :expire_after: 300
:snmp: # list of data in Node Status SNMP Chart
  - ETS memory usage (1-min Averages)
  - Processes memory usage (1-min Averages)
  - System memory usage (1-min Averages)










Starting LeoCenter


Using Thin Web Server


	Launch LeoCenter



$ thin start -a ${HOST} -p ${PORT}






	Launch LeoCenter with SSL



## Caution: You need to prepare key and certification first
$ thin start --ssl --ssl-key-file "${path/to/key}/leofs.key" \
             --ssl-cert-file "${path/to/cert}/leofs.crt" \
             --ssl-verify \
             -a ${HOST}






Note


You are able to add setting in detail by these steps:


1. Rename thin.yml.sample to thin.yml

2. Edit thin.yml with check explanation of using “thin - -help”

3. Launch LeoCenter by “thin start -C thin.yml”












Features


Your Credentials


	You can confirm your credentials by using the Security Credentials menu on the top right of the screen.



[image: _images/userinfo_0.png]


[image: _images/userinfo_1.png]



Bucket Status View


	
	You can get an overview of the buckets that belong to you.

	
	You can create new buckets.

	Deletion of a bucket is planned to be supported from LeoCenter v0.4.2.











[image: _images/bucket_status_0.png]



Node Status View


	You can get an overview of the nodes in the cluster, and group them by type or status.

	Group by type View:





[image: _images/nodestatus_0.png]

	Group by status View:





[image: _images/nodestatus_2.png]

	Administrators can use the Change Status button to suspend, resume or detach storage nodes.





[image: _images/nodestatus_3.png]



Table - Changeable Status









	Current status
	Action available




	[image: running] running
	suspend, detach


	[image: suspend] suspend
	resume


	[image: restarted] restarted
	resume


	[image: stop] stop
	detach










Re balancing the storage cluster


Note

The Rebalance button only becomes active when the storage status is attached or detached.





[image: _images/nodestatus_rebalance_0.png]





Administration Tools


System Conf View


	Overview of the configuration of LeoFS

	Please see LeoFS’ system-configuration



[image: _images/admintools_system_conf.png]



Users View


	
	Lists the registered users

	
	You can create and delete users

	You can change an user’s role using the Update Role button











[image: _images/admintools_users.png]



Buckets View


	
	Lists the registered buckets, per owner

	
	You can create new buckets











[image: _images/admintools_buckets.png]



Endpoints View


	
	List of registered endpoints

	
	You can create and delete endpoints











[image: _images/admintools_endpoints.png]







Milestones


	
	0.2 (Dec 2012 - Feb 2013) - DONE

	
	
	Administration tools

	
	User management

	Bucket management

	Endpoint management









	
	Node Status

	
	Status/Operation









	
	Bucket status
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